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Assessed case number: no number

Title: Ukrainian Invasion

e What type of trafficking/exploitation is being analysed?

Sexual THB Forced Forced Minor Polycrime Other All the
Labour Criminal Exploitation (Specify aforementioned

Activities and forced the type)
adoption

e Please provide a brief description of the case (about 500 words)

Veronika is a Ukrainian undergraduate student in political sciences, with a very active profile on Instagram
and Facebook, whose living conditions became difficult since the beginning of the war. She has saved some
money for her own future but she thinks that there is no future for her in the country. Her parents receive a
poor pension which isn’t enough for their mothly expenses. Bohdan is a 26 year old Ukrainian male,
neighbor and friend of Veronika who was working in a local restaurant before the war. Currently he is
unemployed and he tries to find some easy money without any success. Marko, a 28 year old Ukrainian,
friend of Bohdan and follower of Veronica on Instagram and Facebook, lives in Kievo and owns a famous
bar-restaurant. Marko is a member of a local criminal network, with transnational links and activities, that
is involved in trafficking of Ukrainian females to Southeast Europe for sexual labouring. At last, Kostas is a
30 year old Greek male who lives in Athens and co-owner of some live strip show clubs. He is a member of
a local criminal network, with transnational links and activities, that is also involved in trafficking of females
coming from post-Soviet states to Greece for sexual labouring in local show clubs. His network has links

with Marko’s network while he has personal contact with Marko through WhatsApp and Signal.
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Since Marko knows through Bohdan the situation of both Bohdan and Veronika, the war in Ukraine is a
chance for him and his network to send Veronika to Southeast Europe exploiting the refugee routes exiting
the country. After discussing Veronika’s case with Kostas, Marko approaches Bohdan and asks to bring him
in contact with Veronika after convincing her about the proposal. He explains to him that he has some
friends in Greece that could offer her an opportunity to find a work in the tourism sector and save some
money until the end of the war. Due to her appearance, it will be easy for her to be hired at a well-paid job
while at the beginning his Greek friends will offer her accommodation in an apartment with some other
Ukrainian females. Veronika needs to pay 2000 US Dollars to an account in Western Union while Bohdan
will receive a password in order to receive an amount of 300 US Dollars through Western Union too.
Bohdan considers it is a chance to help Veronika and himself, as he will earn some money if he manages to
convince her. He starts speaking to Veronika who understands this is the only way to escape from her
misery. Nevertheless, she realises the risks of such a decision as Marko is an unknown person.

A vehicle driven from one of the gang members with Veronika as passenger reaches the borders of Ukraine
with Romania, where Veronika continues on foot together with other refugees to the Romanian side. A
brief check from Romanian border officers takes only a few minutes and then a Romanian male named
Alexandru receives Veronika. All communications take place via mobile phones through Telegram as
Veronika had received the phone numbers through Bohdan. They reached Greece by car 2 days later and
Kostas received Veronika and brought her to an apartment with 2 Ukrainian females also hosted there.
Alexandru returned back to Romania. After a few days of excuses, Kostas announces to Veronika that it’s
not easy to find a job for her and the only easy way to earn money is working in live strip show club that
possesses with some friends. Kostas also explained to Veronika that in the case she were willing to offer
and sex services to the club clients, she could save thousands of euros in a few months and be able to help
her parents in Ukraine. Veronika has no other option and accepts the deal. Instead of doing a decent job in
the tourism sector, Veronika is forced to work as a sex escort, since she is a lone refugee in an uknown
country without having any money.

Hellenic Police authorities, based on an anonymous information since 1 year ago from Veronika’s case and
after a long lasting investigation and by using technical means, but also in cooperation with the police
authorities of Romania, as well as EUROPOL and INTERPOL, are currently disrupting the above transnational
criminal network. This cross-border police operation named “Ukrainian Invasion” coordinated by Hellenic
Police authorities leads to the arrest of Kostas and some other members of his smuggling network while
Alexandru and some more drivers are simultaneously arrested in Romania too. An international arrest
warrant is now published through INTERPOL for Marko in Ukraine while Bohdan was not mentioned during
the interrogation of Alexandru. Veronika was treated as victim of THB and was cared and assisted by
Hellenic authorities and NGOs. She returned to Ukraine in a short period of time.

All the arrested members in Greece are prosecuted and their sentence according to judicial sources is
gonna be 10 years in jail.
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e Which is the modus operandi of the entities using cyber tools for
trafficking and/or exploitation?

MODUS OPERANDI Yes/No | Description

Contact between perpetrators and Yes As Veronika is an active user of Instagram and

victim through social media Facebook, Bohdan communicates with her
through these 2 applications

Contact between the smuggling Yes Kostas and Marko communicate via WhatsApp

networks and Signal. They, also, use ExpressVPN to encrypt

and protect their internet traffic and keep their
identities private online.

Contact during the trip Yes Veronika communicates with Alexandru via
WhatsApp after entering Romania

Other

e Please provide more details on the perpetrator(s):

Was/were the perpetrator(s) male or | Males

female?

Which is the nationality of the | Ukraine and Greece
perpetrator(s)?

In which country was he/she, were they | Ukraine, Romania and Greece
operating?

Was it an individual or a group? Group

Were there any preliminary indicators | No
for early detection?

Which other aspects are important? Socioeconomical, War

e Which were the main characteristics of the victim(s)?

THB Victims _Involved (x)  Please describe in more detail
Men

Women X Veronika

Minors

LGTBI

Country of origin X Ukraine

Country of exploitation X Greece

Capturing Method

Coercion Method (debt-bonded, X War in the country of origin
victims’ families threatened...)

Handing over the passport
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Other

Unknown

e What were the money laundering mechanisms used by traffickers?

Money Laundering Mechanisms Involved (x) \ Please describe in more detail

Checks and money orders to X
anonymous post office boxes

Western Union accounts are used by the
smugglers/Veronika paid 2000 US Dollars while
Bohdan received a password in order to
withdraw the 300 US Dollars from a Western
Union office

Back accounts in foreign countries

Funnel account(s)

Route cash from different cities

Money Mules

Hawala System

Purchase of corporate vehicles or real
estate

Cash business entities such as X

restaurants or bars

Both Marko in Kievo and Kostas in Athens
launders the illicit proceeds from THB criminal
activities through their lawfull cash businesses.

Other

Unknown

e Has the case been tried or is it still under investigation?

Legal Procedure Yes/No \ Please describe in more detail

Case with judgment Yes Kostas is in pre-trail detention. In the trial, he
endangers to be convicted with a court sentence
of up to 10 years

Under investigation Yes Nevertheless, case is considered still open as
Hellenic Police authorities are searching for the
rest members of the smuggling network

¢ What was the economic evidence of the crime?

Economic evidence Yes/No ‘ Please describe in more detail
Money Transfers Yes Western Union remittances data
Banks Accounts No

Unjustified Financial Wealth No

Network Accountacy No

Financial Study of the Victim No
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Wallet Cards No
Suspicious transactions No
Cryptocurrency exchanges or payments No
Cash payments No
Faster Payments Inwards (FPI) fom the No
same entity

Same mobile number or email address No
Hawala Payments No
Various banck accounts beneficiaries No
Others

Unknown

e What activities in internet were considered suspicious?
Internet Activities

Please describe in more detail

Online money transfers No
Purchases at online gaming sites No
Ads on Backpage.com or similar No
sites
Social media to recruitment No
Use of digital platforms to No
advertise deceptive job offers and
to market exploitative ser-
vices to potential paying customers
Fishing No
potential victims by  posting
advertisements
Use of video equipment No
to stream and broadcast
exploitative services
Used of multiple online profiles No
Use of specific apps: Please circle | Recruitment Ex:
the relevant apps or add the name | Applications as 1) For Advertising: Facebook, Instagram, TikTok, etc.;
tth d if not listed Inst d 2) For Recruitment and Communication: FaceTime, IMO,
g Sl AL a (S nstagram  an Messenger, Signal, Signal, Skype, Viber, WA, WeChat, Zalo,
Facebook were | etc.
those who | 3) For Logistic: video-sharing platforms distributing essential
helped the | logistic instructions, satellite images and photos, planned
routes, Google Maps waypoints, GPS data, etc.; Guidance,
perpetrators to | . ; . -
! ] including mapping applications (Maps.me, Google Maps) for
identify the remotely guiding migrants across borders through tailor-
potential THB | made tutorials and YouTube videos containing detailed
victim (Veronika, | guides on how to navigate migrant routes, where to cross
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Bohdan, Marko).
Communication
WhatsApp,Signal
and ExpressVPN
were used for
the
communication
of the different
smuggling
networks
(Marko, Kostas)
Telegram  was
used fort he
communication
during the trip
(Veronika,
Alexandru).

borders or buy fake documents, how to find smuggling
hotspots, shelter or assistance, etc.;

4) For Payments, online transfer of fees and documentation
of payment proof via messaging services, hawala, etc.

5) Countermeasures adopted by smugglers to anonymize
their services, Applocks, Secure Folders, burner
applications, DiskDigger, private VPN connections, or clone
apps, Fake GPS and modified display caller ID
(Numberbook).

6) Other:

Others

No

e Other relevant information or important case specificities:

Please describe in more detail

Contacts saved on the perpetrators’
mobile phones

X

On Kostas’ mobile phone there are several phone
numbers of other members of smuggling networks
active in Southeast Europe active in THB activities
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