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2. INDICATORS FOR THB: DIGITAL SOCIETY, 
NEW TECHNOLOGIES, AND HUMAN 
TRAFFICKING 

Over the past three decades, digital technologies have profoundly 
changed our society. The new technologies have influenced every 
aspect of our lives, and their widespread use represents one of the 
most important revolutions in human history. The emergence and 
proliferation of digital means have favoured not only legal but also 
illegal actors and activities. While most criminal activities are profit-
driven and carried out by rational perpetrators, illicit entrepreneurs 
have taken advantage of existing opportunities to conduct (illegal) 
business. While this process originally only affected those with a high 
level of technical and technological knowledge, the ease of use of new 
technologies and the digitalization push triggered by the pandemic 
have meant that the digitalization of illegal activities is now very 
widespread. 

Human trafficking is a criminal activity that has always been able to 
adapt and evolve quickly to changes in the economic, geopolitical, and 
social environment. This is also true with the advent of the digital 
society. Although the first reported case dates back to the early 2000s 
(i.e., a trafficker offering the sexual services of his victims to a large 
audience of potential clients through a website: UNODC, 2020), it is 
only in the last decade that the digitization of human trafficking has 
become the focus of scholarly debates and a priority on the 
institutional agenda. 

As noted earlier, the impact of the Internet and new technologies on 
crime and deviant behaviour is pervasive and multi-faceted (more so 
than commonly thought). The world of digital crime is not populated 
only by professional and experienced "hackers" who carry out 
complicated malicious attacks. Rather, they are rational criminal 



 
 

entrepreneurs who take advantage (to varying degrees) of the 
opportunities offered by the Internet and new technologies to facilitate 
or modify their traditional illicit work. At the same time, most criminal 
activity on the Internet does not take place in strange and encrypted 
virtual environments, but in public, on traditional websites, web forums, 
social media platforms, video sharing services, instant messaging 
applications, etc. This is also the case with human trafficking. 

Before proceeding, two introductory clarifications are necessary. First, 
the existing scholarly literature focuses primarily on trafficking for 
sexual exploitation. Other forms of exploitation (e.g., labor trafficking) 
are much less explored. On the one hand, this could indicate that new 
technologies are used to a lesser extent in forms of exploitation other 
than sexual exploitation; on the other hand, it could simply indicate 
areas of research that have not yet been fully explored. Although it is 
not possible to give a definitive answer to this question, some 
indicators and investigative cases suggest the second hypothesis: 
namely, there is no reason to claim that the main "digital methods" 
used by traffickers can only be used for sex trafficking. Conversely, it is 
likely that the existing digital tools are also used for other types of 
exploitation, albeit (probably) to a lesser extent. 

Second, the fact that traffickers exploit the opportunities of new 
technologies for their activities does not mean that the entire process 
is conducted online (or that all forms of trafficking exhibit some form 
of digitalization). On the contrary, the extent to which individual 
criminals and criminal organizations incorporate digital technologies in 
the commission of crimes varies from case to case, ranging from the 
simple use of online communication tools to more structured plans. 
The digital society has added another layer to the phenomenon without 
eliminating traditional forms of trafficking. 

This section (based on the current state of the scientific literature and 
the results of the research carried out by the eCrime group of the 
University of Trento and the CSSC of the Universities of Trento and 
Verona) has the following objectives:  

• To give an overview of the digital aspects of the modi operandi 
of human trafficking. Particular attention will be paid to the 
three phases of the criminal activity (i.e., recruitment, 
transportation and exploitation), illustrating the digital 
techniques and methods most frequently used by the 
perpetrators; 

• To provide some operational guidance based on research 
results. 
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2.1 Recruitment in the digital society 
 

2.1.1 Misleading job advertisements and offers 
One of the main digital techniques used by perpetrators to recruit 
victims is the use of misleading job advertisements on trusted job 
portals, web forums, social media, and other virtual platforms. In some 
cases, traffickers are even able to create brand new fake job agency 
websites and promote such portals on social media to increase the 
number of visitors and potential victims.  

This is a "fishing" technique in which traffickers make an initial pre-
selection among those who respond to the advertisement: the 
perpetrators continue the subsequent recruitment phases (i.e., the 
fictitious agreement of the labour offer and transportation modalities) 
only with the profiles they deem most suitable for their purposes. 

Ads are typically associated with the following economic sectors: 
domestic help, childcare, waitressing, tourism, hostessing, modelling, 
agriculture, construction, and entertainment occupations (but also 
consensual companionship). Other similar schemes, also applied, use 
fake advertisements for educational opportunities abroad. In some 
cases, the job ads refer to migrant jobs, especially in the tourism sector, 
which involve long periods of mobility within the European Union. 

From an investigative point of view, it is important to develop 
indicators that allow us to distinguish between genuine and fraudulent 
ads. The table below provides a checklist of some warning signs. 
However, it should be noted right away that these indicators could be 
useful in identifying risky content; however, they should not be taken 
as definitive proof of identifying fraudulent ads. They are only possible 
risk signals that need to be investigated afterwards. 

Table 1. Checklist. Indicators of possible fraudulent job advertisements 
hiding a human trafficking recruitment scheme (red flags). Source: 
Author's elaboration from the results of the Surf and Sound project 

 

The online job advertisement: 
 Lacks the exact indication of the natural or legal person offering the 

position 
 Has grammatical errors and language problems 
 Contains vague information about the job or the required skills of the 

potential employees 
 Does not include exact salary details or promises unrealistic conditions 
 Contains contact information that can be found on 

websites/advertisements that are not consistent with the job 
advertisement (especially websites that offer sexual or adult services). 

 

In addition to the active recruitment technique described above, the 
Internet also provides traffickers with opportunities for a more passive 
form. It consists of the perpetrators scouring job portals, web forums, 
social media, and other classified websites for job offers from job 
seekers (especially abroad). Once a potential victim is located, the 
perpetrators conduct an initial interview and pose as a trusted 
employer looking to hire new employees. After this initial contact, 
traffickers typically charge the victim a fee to secure the job and help 
arrange travel and accommodations. The victim does not discover the 
fraud until they arrive at their final destination.  

In this case, it is not possible to identify indicators because the entire 
recruitment scheme is carried out through the exchange of messages 
between the potential victim and the criminal. However, if there are 
known cases where a similar pattern exists, this should be considered 
and investigated further, as it could conceal a case of human trafficking. 
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2.1.2 The lover-boy method (and other grooming 
techniques) 

One of the most important roles played by the Internet is facilitating 
the so-called “lover boy method”. This term refers to a traditional 
recruitment technique in which a trafficker feigns a romantic interest 
in a potential victim and seduces her with the promise of marriage (or 
a long-term emotional relationship) and a promising and better future 
by travelling abroad from her country of origin. It is a process of 
grooming and manipulation aimed at gaining the victim's trust, which 
allows the perpetrators to create a state of emotional dependence in 
which the victim is trapped. Then, as the relationship develops and the 
victim reaches another location, traffickers begin to exploit the victim 
through physical or psychological coercion and methods of persuasion.  

As said, even though it is not new, this method is dramatically 
facilitated in the digital society because traffickers have: 

• Access to a large number of potential victims and the ability to 
remove the barriers associated with physical distance; 

• The ability to search social media platforms to find profiles that 
have the characteristics they are looking for (e.g., appearance, 
age, and vulnerability); 

• Access to various content posted by users (e.g., photos, 
personal interests, daily activities, places visited, etc.) that 
recruiters can use to better identify targets and gain their trust; 

• The ability to shorten initiation time: in virtual channels, people 
are more likely to break down their psychological barriers, 
open up emotionally, and quickly engage in pseudo-intimate, 
including erotic, interactions; 

• The possibility of attracting more than one victim at a time. 

Even if social media are probably the most important virtual channel, 
other digital environments and platforms are also particularly suitable 
for the facilitation of the lover-boy method, i.e., dating services, web 

forums, and chat rooms. Furthermore, luring schemes may involve also 
other digital tools, such as online-encrypted messaging systems (such 
as Telegram and WhatsApp).  

Although social media is probably the most important virtual channel, 
other digital environments and platforms are also particularly well 
suited for lover boy facilitation, i.e., dating services, web forums, and 
chat rooms. In addition, other digital tools such as online messaging 
systems (like Telegram and WhatsApp) can also be used for luring.  

Thus, this type of recruitment is primarily covert (e.g., via online 
messaging systems) and leaves no obvious traces or visible signs. 
However, from an operational perspective, it can be useful to be aware 
of the existence of such a modus operandi and to recognize possible 
signs of trafficking by considering the indicators provided by UNODC 
and listed in Annex I - (which refer to all forms of trafficking, not just 
the digitized one). 
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2.1.3 Sextortion 
The term “sextortion” refers to the practice of forcing someone to do 
something by threatening to publish nude pictures/videos of them or 
sexual information about them. As in the case of the “lover boy” 
method, the first phase of recruitment is to establish an intimate 
(virtual) relationship with a potential victim. Later, when a strong 
emotional and trusting bond has been established, the perpetrators 
persuade the victim to share self-generated sexually explicit material 
or to perform sexual acts remotely using a webcam (which is secretly 
recorded). After a period of familiarization, the perpetrators begin to 
use these shared media as blackmail material. If the victims refuse their 
offers, the recruiters threaten to publish the material on the Internet 
or send it to friends and relatives. 

Sextortion is a technique that can be used by offenders for a variety of 
purposes not necessarily related to human trafficking schemes, such as 
in the case of financial extortion or solicitation for the continued 
production and dissemination of self-generated sexually explicit 
material to the offender. In the case of trafficking, it can also serve as a 
recruitment technique (i.e., forcing the victim to move the location of 
exploitation after the fraudulent online relationship) or to exert control 
over victims (i.e., blackmailing them into handing over the material if 
they resist exploitation). Minors are particularly and increasingly at risk 
of becoming victims of sextortion, especially after the pandemic period. 

As in the case of sextortion, this form leaves no visible signs; however, 
the indicators provided by UNODC (listed in Annex II) can be used to 
identify possible signs of trafficking when dealing with a case of 
sextortion. 

 

 

2.2. Transportation in the digital society 
To move from the recruitment phase to the exploitation phase, 
trafficking victims must be moved from one place to another (at least 
in traditional schemes). This means that traffickers must manage 
various logistical and travel aspects, often across borders and usually 
consisting of several intermediate steps. Digital technologies facilitate 
several aspects of this phase, ensuring smooth and efficient 
organization while preserving the anonymity of the perpetrators, e.g., 
purchasing travel tickets, organizing accommodation, obtaining forged 
documents, and communicating between the nodes of the criminal 
rings. 

The current state of research does not allow any firm conclusions to be 
drawn about possible implications for investigation and operation. 
Some researchers are currently developing possible methods for 
detecting risk signals starting from data from online booking services; 
however, the progress of this work is still at too early a stage. 
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2.3. Exploitation in the digital society 
 

2.3.1 Advertisement of victims’ services    
Digital society has made it much easier for traffickers to market the 
services of victims. Perpetrators have gained access to a large number 
of potential clients (especially sex buyers) with little effort. Although in 
some cases ads are targeted to a narrower clientele (e.g., those 
interested in child sexual exploitation), the platforms used are often 
broad and easily accessible. The Internet is an effective means of 
reaching more customers, including those unwilling to purchase sexual 
services through traditional street prostitution. 

Sex workers are no longer tied to a fixed location: this makes it easier 
for traffickers to operate, as street prostitution is easier for law 
enforcement to track down. Victims are often moved (between cities 
and countries), as traffickers have the ability to easily relocate the 
exploitative activity by simply changing the information in the online 
report. This situation has another important function: short-term stays 
increase victims' sense of confusion and thus their dependence on 
exploiters. 

Various virtual channels are used to advertise victims' sexual services, 
including social media platforms, classified ad websites, escort portals, 
dating websites and mobile applications, web forums with reviews 
from sex clients, and online niche platforms targeting individuals with 
specific sexual preferences. Once initial contact is made with a 
customer, online messaging applications facilitate the arrangement of 
appointments and (fast and encrypted) further communication. 

As with misleading job ads in the recruitment phase, it is critical to 
distinguish between legal (i.e., ads for non-forced services) and illegal 
online content in investigations. However, this is not an easy task, made 
more difficult by the fact that traffickers sometimes disguise the true 

nature of the service being offered by, for example, offering legitimate 
entertainment or massage services. The table below provides a 
checklist of some warning signs. Again, it should be noted that these 
indicators can be helpful in identifying risky content but should not be 
considered definitive proof. Further investigation is always essential. 

Table 2. Checklist. Indicators of possible online advertisements of sexual 
services hiding a human trafficking exploitation scheme (red-flags). 
Source: Author's elaboration from the results of the relevant scientific 
literature and of the Surf and Sound project. 

 

The content related features of the advertisement include: 
 Discrepancies among profile descriptions, pictures and locations 
 Highly similarity between different ads (same or similar text for 

different subjects) 
 Reference to a girl from a different country than the user 
 Use of different aliases (within or across ads) 
 Inconsistencies in username, age, story or location (within or across 

ads) 
 Little or no further information in the Q&A section 
 Link referencing an outside website (SPA, massage therapy) 
 Indications of shared management 
The image related features of the advertisement include: 
 Portrayal of multiple subjects in the same photo 
 Background that looks like a non-private residence (i.e. hotel) 
 Background that is familiar 
 Portrayal of subjects which display a neutral expression or signs of 

distress 
 Particularly low quality/resolution 
The contact information cited in the ad: 
 Is the same in more than one advertisement (phone number, user 

ID/poster, e-mail address, Twitter account) 
 Is the same across different advertisements, website and posts 

attributed to different persons 
 Is the same (or very similar) in more than one advertisement 

promoting/linked to the images of different women 
 Is disguised or obscured (i.e. in the case of phone numbers, use of 

techniques to avoid collection by technology or web scraping platforms, 
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such as emojis between numerals, spelling out numbers, adding extra 
spaces) 

The language related features of the advertisement include: 
 Use of first-person plural pronouns (to make it look like the victim is 

advertising the services offered) 
 Use of third-person plural pronouns (other people advertise the victims’ 

services, evidence of third-party involvement) 
 Grammatical errors, misspellings, informal spellings (these can be 

intentional, in order to avoid detection by technology or web scraping 
platforms) 

 Poor grammar or English skills 
 Use of coded emojis (emoticons) instead of words 
 Use of a lot of words (deceptive ads use more words to make the post 

easily forgettable) 
 Use of many adjectives and verbs, indicative of a possibly deceptive 

message (usually quite expressive)  
 Use of language techniques to make the post appear more complicated 

and therefore more difficult for human analysts or programs to identify 
 Use of words and phrases of interest (customers know to look for 

certain words, describing their preferences/interests – i.e. customers 
who prefer children know to check for terms such as “sweet, candy, 
fresh, new in town, new to the game”) 

 Use of textual indicators related to: private and undisclosed locations, 
short stays, certain types of services (i.e. unprotected or violent sex) 

 Use of terms that suggest a trustworthy provider, to create an 
environment centred around the clients’ comfort 

The location related features of the advertisement include: 
 Indication of movement (i.e. out of State area code, same ad posting in 

different locations, evidence of travel in groups) 
 Indication of potential restricted movement (the victim may be 

restricted to a single hotel room or massage parlor, i.e. in-call services 
only, no out-calls) 

 Indication of sex workers moving frequently across several locations 
 Indication of sex workers moving to different locations along other sex 

workers 
 References to being new (i.e. “new in town, just arrived, limited time, 

weekend only”)  
 Indication of availability at multiple locations 
The victim related features of the advertisement include: 
 Reference to the victim’s ethnicity or nationality, which usually matches 

the local marketplace 

 Indication of specific countries of interest for the clients 
 Advertisement of multiple victims 
 Indication of the victims working in groups 
The age related features of the advertisement include: 
 Use of minor sex trafficking keywords, that allude to the youthful 

characteristics of the sex workers (i.e. “young and cute, sweet, fresh, 
candy”) 

 Indication of a dress size or weight that is typical of underage women 
(for the most part, lower body weights correlate with smaller or 
underage girls, i.e. weight <110 lb/50kg) 

 Discrepancies across ads in the ages used  
 Subjects explicitly under 18 (or implied) 
 Subjects not over 24 
The services related section of the advertisement includes: 
 Offer of risky, violent or unconventional sexual services 
 Offer of a long list of services (i.e. 10 or more services) 
 Offer of specific services (i.e. bareback, anal, oral without a condom) 
 Offer of inexpensive services (prices lower than average) 
 Offer of additional services at no extra price or very low price 
 Offer of services at an “all inclusive” price 
 Availability of multiple subjects (i.e. duo services) 
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2.3.2 Control over victims 
Thanks to digital technologies, traffickers no longer need to be in close 
proximity to their victims to control them. At the same time, the use of 
physical force and the physical restriction of movement are no longer 
necessary elements to ensure the exploitation phase.  

First, ICT tools can be used to virtually restrict or monitor victims' 
movements in real time. Perpetrators have the ability to use digital 
surveillance systems and location services to closely monitor their 
victims while maintaining a physical distance. At this stage, various 
digital tools are particularly suitable, such as spy software, tracking 
devices, video cameras, and the geolocation services of social media 
platforms. 

Second, new technologies can be used to prevent the victim from 
rebelling against the exploitation. As illustrated above, sexually explicit 
material showing victims can be used as blackmail material. In this case, 
the videos and photos can be both self-produced (perhaps the same 
ones used for recruitment) and taken by the perpetrators during the 
exploitation. Another method of control facilitated by ICTs is to ask 
victims to send online messages to perpetrators (even with photos, e.g., 
via Telegram or WhatsApp) to verify (upon request) their physical 
location.  

In general, online messaging and calling systems are useful to ensure 
effective communication with victims, keeping them at a distance and 
making them fearful of possible threats and problems. 

 

 

 

 

2.3.3 Virtual (sexual) exploitation 
New technologies have not only facilitated existing forms of human 
trafficking but have also spawned entirely new forms of digital sexual 
exploitation. Webcams, livestreams, and other platforms have created 
new efficient forms of exploitation that reduce transportation and 
movement of victims. The Internet can be used to broadcast sexual 
exploitation acts (accessible to users upon payment of a fee) and force 
cybersex with clients who can be located anywhere in the world. In 
addition, ICTs easily enable the (forced) creation and trafficking of 
pornographic material. UNICEF reports that children are increasingly at 
risk from Internet-based exploitation, particularly sexually explicit 
video calls with perpetrators based elsewhere: In many cases, parents 
are unaware of what is going on in their homes. 

From an investigative perspective, these new forms of exploitation 
require a flexible and open-minded approach that challenges 
traditional interpretive schemes of exploitation. It also shows that 
there may be cases of trafficking in which the transportation phase is 
merely an eventuality: there may indeed be situations in which 
recruitment and exploitation (and their enforcement) are fully 
digitalized.  
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ANNEX I - UNODC INDICATORS 
 
Below is the list of indicators developed by the United Nations Office on Drugs and Crime (UNODC) to assist in the 
identification of trafficking cases. 

 

General indicators 

People who has been trafficked may: 

• Believe that they must work against their will. 
• Be unable to leave their work environment. 
• Show signs that their movements are being controlled. 
• Feel that they cannot leave. 
• Show fear or anxiety. 
• Be subjected to violence or threats of violence against themselves or against their family members and loved 

ones. 
• Suffer injuries that appear to be the result of an assault. 
• Suffer injuries or impairments typical of certain jobs or control measures. 
• Suffer injuries that appear to be the result of the application of control measures. 
• Be distrustful of the authorities. 
• Be threatened with being handed over to the authorities. 
• Be afraid of revealing their immigration status. 
• Not be in possession of their passports or other travel or identity documents, as those documents are being 

held by someone else. 
• Have false identity or travel documents. 
• Be found in or connected to a type of location likely to be used for exploiting people. 
• Be unfamiliar with the local language. 
• Not know their home or work address. 
• Allow others to speak for them when addressed directly. 
• Act as if they were instructed by someone else. 
• Be forced to work under certain conditions. 
• Be disciplined through punishment. 
• Be unable to negotiate working conditions. 
• Receive little or no payment. 
• Have no access to their earnings. 
• Work excessively long hours over long periods. 
• Not have any days off. 
• Live in poor or substandard accommodations. 
• Have no access to medical care. 
• Have limited or no social interaction. 



 
 

• Have limited contact with their families or with people outside of their immediate environment. 
• Be unable to communicate freely with others. 
• Be under the perception that they are bonded by debt. 
• Be in a situation of dependence. 
• Come from a place known to be a source of human trafficking. 
• Have had the fees for their transport to the country of destination paid for by facilitators, whom they must 

payback by working or providing services in the destination. 
• Have acted on the basis of false promises. 

 

Sexual exploitation indicators 

People who have been trafficked for the purpose of sexual exploitation may: 

• Be of any age, although the age may vary according to the location and the market. 
• Move from one brothel to the next or work in various locations. 
• Be escorted whenever they go to and return from work and other outside activities. 
• Have tattoos or other marks indicating “ownership” by their exploiters. 
• Work long hours or have few if any days off. 
• Sleep where they work. 
• Live or travel in a group, sometimes with other women who do not speak the same language. 
• Have very few items of clothing. 
• Have clothes that are mostly the kind typically worn for doing sex work. 
• Only know how to say sex-related words in the local language or in the language of the client group. 
• Have no cash of their own. 
• Be unable to show an identity document. 

 

Child trafficking indicators 

The following might also indicate that children have been trafficked: 

• There is evidence that suspected victims have had unprotected and/or violent sex. 
• There is evidence that suspected victims cannot refuse unprotected and/or violent sex. 
• There is evidence that a person has been bought and sold. 
• There is evidence that groups of women are under the control of others. 
• Advertisements are placed for brothels or similar places offering the services of women of a particular ethnicity 

or nationality. 
• It is reported that sex workers provide services to a clientele of a particular ethnicity or nationality. 
• It is reported by clients that sex workers do not smile. 
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