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I. Glossary

Cryptocurrency

EAW
EIO

FAST

FATF

FIU and SAR

Asset freezing

Follow-the-money

4 P Model

Hawala system

Indicators

International Legal
Framework : Pa-
lermo Convention
and EU instruments

A digital and encrypted currency, also known as a virtual asset.
Bitcoin was the first cyptocurrency, other prominent examples in-
clude Ethereum, Cardano, and Binace Coin.

European Arrest Warrant, please see EJN | Judicial Library (eu-
ropa.eu)

European Investigation Order, please see EJN | Judicial Library
(europa.eu)

FAST is the name of the investigative platform acquired by the
Prosecutor Office of Padova through the UNCHAINED project

The Financial Action Task Force (FATF) is an inter-governmental
body to set standards and promote effective implementation of
legal, regulatory and operational measures for combating money
laundering, terrorist financing and other threats related to the in-
tegrity of the international financial system.

Financial Intelligence Units (FIUs) are central agencies with a na-
tional mandate to analyse reports received from any entity obliged
to report suspicious financial activity that is suspected to be linked
to illicit activities. The reports received by FIUs are called suspi-
cious activity reports (SAR). Format and procedures of the reports
often differs according to the national context.

The blocking of bank accounts and/or any other financial asset by
means of government or court order.

Follow-the-money refers to an investigative approach that uses
financial investigation to link actors involved in trafficking in hu-
man beings (THB) and associated crimes committed, by tracing
the money that flows between them. Within UNCHAINED, the fol-
low-the-money model is based on the combination of OSINT and
big data analysis to identify polycriminal offences linked to THB.

Comprehensive framework for combating THB based on Prose-
cution, Protection, Prevention and Partnerships

A system of informal funds transfer (IFT) used for transferring
money, both domestically and internationally, outside of tradi-
tional banking systems. The system, known under different
names in different parts of the world, is built on trust between
senders and money brokers (hawaladars).

In this deliverable, ‘indicators’ shall refer to ‘red flag’ or ‘opera-
tional alerts’ generated from processing primary data correlated
by investigations through accessing existing public and private
database and social media. In this context, ‘UNCHAINED indica-
tors’ comprise the traditional KYC (know your customer) and
transactional indicators.

Within the framework of UNCHAINED the following legal instru-
ments are considered as legal basis for transnational investiga-
tions and legal preventive initiatives: (1) Protocol to Prevent, Sup-
press and Punish Trafficking in Persons, Especially Women and
Children, adopted by the United Nations General Assembly in
2000; (2) Directive 2011/36/EU minimum common rules for deter-
mining offences of trafficking in human beings and punishing
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JIT

LEAs

Predicate Offences

Serious Crimes

SOM

offenders; (3) Directive 2009/52/EC that prohibits the employ-
ment of illegally staying third-country nationals in order to fight
illegal immigration; (4) Directive 2004/81/EC on the residence
permit for victims of human trafficking, that foresees that resi-
dence permits of temporary duration may be issued to non-EU
nationals who are victims of trafficking in human beings or subject
of an illegal immigration action; (5) Directive 2012/29/EU — mini-
mum standards on the rights, support and protection of victims of
crime

A joint investigation team (JIT) is a tool for international coopera-
tion in criminal matters. It consists of a legal agreement between
competent authorities in two or more States for the purpose of
carrying out criminal investigations. JITs are comprised of prose-
cutors, LEAs and judges and are put together for the pre-deter-
mined period of time deemed necessary to successfully conclude
the investigations. This period is typically between 12 and 24
months.

Law enforcement agencies -- judiciary and investigative police
operating under the supervision of prosecutors and judges. This
definition does not include EU and international agencies without
a legal mandate to investigate and enforce the law.

According to the United Nations Offices for Drugs and Crime
(UNODC) (2016) “In money laundering cases, a predicate offence
is the underlying criminal activity which generated the property
laundered. An example of a predicate offence can be drug traf-
ficking which leads to profits which may then be laundered.”

The UN Convention against Transnational Organized Crime
(2004, 5, Article 2, subparagraph (b)) considers serious all “of-
fences punishable by a maximum deprivation of liberty of at least
four years or a more serious penalty”. Art.83 of the TFEU con-
siders “particularly serious crime” those offences “with a cross-
border dimension resulting from the nature or impact of such of-
fences or from a special need to combat them on a common ba-
sis. These areas of crime are the following: terrorism, trafficking
in human beings and sexual exploitation of women and children,
illicit drug trafficking, illicit arms trafficking, money laundering, cor-
ruption, counterfeiting of means of payment, computer crime and
organised crime.”

In many jurisdictions, specific LEAs or Prosecutor Offices are
competent to prevent and investigate “serious crimes”, like the
District Prosecutor Offices in Italy.

According to the UNODC, the smuggling of migrants (SOM) is
“the procurement, in order to obtain, directly or indirectly, a finan-
cial or other material benefit, of the illegal entry of a person into a
State Party of which the person is not a national or a permanent
resident” (UNODC Protocol against the Smuggling of Migrants by
Land, Sea and Air, supplementing the United Nations Convention
against Transnational Organized Crime, Art. 3(a)). SOM is legally
and technically different from trafficking in human beings, and un-
like THB it necessarily involves foreign nationals and the illegal
border crossing or harbouring of someone that illegally crossed
the border. SOM is normally considered a crime against the State.
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THB

EU Judicial Cooper-
ation Instruments in
criminal Matters

TSE

TLE

VoT

Trafficking in human being or trafficking in persons (TIP), follow-
ing the UN definition, means the “recruitment, transportation,
transfer, harbouring or receipt of persons, by means of the threat
or use of force or other forms of coercion, of abduction, of fraud,
of deception, of the abuse of power or of a position of vulnerability
or of the giving or receiving of payments or benefits to achieve
the consent of a person having control over another person, for
the purpose of exploitation. Exploitation shall include, at a mini-
mum, the exploitation of the prostitution of others or other forms
of sexual exploitation, forced labour or services, slavery or prac-
tices similar to slavery, servitude or the removal of organs.” (Pro-
tocol to Prevent, Suppress and Punish Trafficking in Persons, Es-
pecially Women and Children).

Critically, unlike SOM, THB necessarily involves an offense
against the person for an exploitative purpose (e.g., labour, sex-
ual, and organ exploitation). It is considered a serious crime.

Based on articles 82 to 86 of the Treaty on the Functioning of the
European Union (TFEU), the EU legal instruments for transna-
tional cooperation among judicial and prosecuting agencies in
criminal matter scan be found under | Fact Sheets on the Euro-
pean Union | European Parliament (europa.eu)

Trafficking for sexual exploitation.

Trafficking for labour exploitation. For the purposes of this
Roadmap, labour exploitation shall refer to any form of labour,
including forced criminality, forced begging, and domestic servi-
tude, with the exception of sexual labour which has been catego-
rised separately under TSE.

Victim of trafficking
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Introduction

The dynamic nature of trafficking in human beings (THB) and the plurality and complexity
of its forms make it notoriously difficult to investigate. Yet despite this complexity, it remains
a heavily profit-driven crime that is profoundly difficult to operate without leaving a financial
footprint. The UNCHAINED project aims target this financial footprint in order to strengthen
THB investigations through a follow-the-money approach. By focussing on the business
models behind THB and, through that, its relationship to other crimes (such as money
laundering (ML), migrant smuggling, and fraud), the range of actors and decision makers
involved (knowingly or otherwise) and their modi operandi can be exposed and prevented.
The project will be promoting collaborative information sharing partnerships and enhanced
reporting of suspicious financial activity.

In particular, Work Package 2, for which this deliverable has been developed, aims to
elicit the predominant business models used to process criminal proceeds from THB. This
deliverable, henceforth ‘Roadmap’, will help to map the network of actors involved in THB
based on their financial footprint and the transactions that linked them together in the traf-
ficking chain. In doing this, the authors will outline a comprehensive, up-to-date report
showing the key trends in how financial flows can expose actors involved in the trafficking
chain, through perpetration or enjoyment of the proceeds. The document is based the
results of the 3 Focus Groups in Italy, Germany and Spain, the comparative analysis of 43
international THB cases, and an extensive exploration of existing secondary literature on
human trafficking and financial analysis.

Through this triangulated analysis, the Roadmap elucidates new and emerging trends
within Europe, exploring the ways in which business models vary according to different
forms of exploitation (most notably, sexual, labour, and child exploitation). Moreover, the
combination and correlation of the information gathered from the Focus Groups with the
case and literature analysis, highlights the different interception points and the sectors with
which judiciary, law enforcement and civil society must cooperate in order to identify and
follow suspicious financial actions.

This deliverable will serve as a reference point for UNCHAINED training on opening
THB investigations and progressions to these from reports of other financial crimes. Most
notably, it will help to guide practitioners on which actors to involve and which legal and
technical tools to apply (see Roadmap Annex 1).

The Roadmap is an operative instrument that will identify best practices for use in train-
ing on investigations and therefore includes key definitions and explanations, as well as
the legal framework into which financial investigations into THB must be embedded. These
have been summarised in the ‘Glossary’ and explored in greater depth throughout the
document.

Version 1.1 | 15th September 2021
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1 The business model perspective

Studying organised crime (OC) from a business model perspective is by no means a new
approach. As early as 1968, Becker introduced the economic theory of rational choice to
the criminological field, theorising that criminals, like businessmen and -women, decide
how to act (that is, whether to commit a crime) based on an analysis of the pros and cons
of the costs. Following this, as the business model perspective gained momentum in aca-
demic literature in the 1990s, OC was increasingly analysed as a phenomenon that ‘ra-
tionally works to profit from illicit activities that are often in great public demand’ (Albanese,
1996). In particular, the relationship between the legitimate and the illicit economies in
organised crime was placed under growing scrutiny in this period (Murray, 2016), with the
subsequent differentiation of organised crime from regular crimes and, instead, its conver-
gence with ‘business’. This convergence placed OC as “part of a continuum between busi-
ness and crime” (Haller, 1990), whereby some forms were closer to traditional businesses
in structure and modi operandi, while others remained closer to less organised crime. In a
similar vein, a decade earlier, Dwight Smith (1980) had built his ‘theory of enterprise’ on
the idea of a ‘spectrum’, along which different actors involved (suppliers and customers)

are placed depending on their acceptance to engage in illicit activities.

In the case of human trafficking, there are several elements that can help frame the phe-

nomenon within a business model, for example:

e THB is fuelled by supply and demand. An abundance of persons who are, for a large
variety of micro, meso and macro reasons, vulnerable to being trafficked constantly
fuels the supply side. Meanwhile, the demand for cheap labour, sexual services, organ
donations, marriage, or other exploitative services provides for strong demand (Arono-
witz, 2014).

e Like all businesses, THB is profit driven. As early as 2014, it was estimated to have
become a 150 billion dollar-a-year global industry (ILO, 2014), placing it as the second
largest criminal industry globally (Vardi, 2010).

e There is no universal business model. Business models used vary in size, structure,
and modi operandi. They are dependent on internal resources, geographical and socio-
political contexts, and the nature of the demand (here, type and scale of exploitation).

Similarly, like traditional businesses, the organised crime groups behind the models are

Version 1.1 | 15th September 2021
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far from homogenous and range from more classical hierarchical structures that are

often seen in mafia-style groups, to ‘amorphous cell like structures’ (Murray, 2016 p.8).

e Successful THB businesses must be resilient. To be successful, operators must be ca-

pable of adapting to constant changes in the market.

e The business (trafficking) is accompanied by flows of costs and proceeds, which can
land in the pockets of those involved, be reinvested in the business, or be injected into

others.

While this is just an exemplary list, starting to understand the business structure behind
THB, combined with the financial indicators that bring them to light them, is critical in de-

veloping the comprehensive follow-the-money strategy foreseen by this Roadmap.

Since a theoretical economic analysis of THB is beyond the scope of this deliverable,
the document will instead seek to build upon the existing theoretical backdrop of the
business model perspective in order to develop a comprehensive investigative model. As
such, in the context of this document, the adoption of the business model approach shall

mean:
1. Understanding THB as a profit-driven crime;

2. Understanding THB as a process of actions and actors contributing to the criminal

model;
3. Understanding financial flows as what links these actions and actors.

In light of this, the follow-the-money approach, including the indicators that give way to
such financial investigations will be used to expose the elements of different business
structures, including demand (who, how much, what for), supply (who, how recruited), in-
jection of proceeds into the legitimate economy, and moving money across borders. In
other words, the Roadmap composed in this deliverable should support final project ben-
eficiaries in understanding the process from recruitment, to transfer, and exploitation, and
how best to respond to this. An understanding of this is important in order to understand
the points of interception for law enforcement and for civil society actors who maybe be
able to prevent and support victims earlier, or to increase prosecutions through the better
identification of links from associated crimes, such as money laundering, the exploitation

of prostitution, or document fraud, to the more serious crime of THB.

Version 1.1 | 15th September 2021
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2 Methodology

The Roadmap has been designed based on the triangulation of data from three main
sources: the 3 Focus Groups held within the UNCHAINED project, combining multi-
disciplinary expertise and experience in countering THB; the analysis of international
case studies in which financial investigation or financial indicators were critical in the
investigation and/or prosecution stages; and existing literature and previous anal-

yses.

2.1 International Focus Groups

Three interdisciplinary, 1-day focus groups (FGs) were held in Italy, Germany, and
Spain, bringing together representatives of a range of sectors contributing to financial

investigations and counter-THB operations.

The FGs’ target group included: Participants from JITs and other LEA representa-
tives, prosecutors, public authorities, private business, labour inspectorates, banking
sector representatives, and financial providers. For a more holistic perspective on iden-
tifying trafficking cases, CSOs, NGOs, and victim support services were also invited to
contribute to the discussion. The participants were brought together to help to elicit
current business models used in different forms of exploitation, exploring best practices
and suggestions for cross-border finance-led investigations. Each FG resulted in a re-
port, which outlines the data considered relevant for inclusion in this Roadmap. The
anonymised reports are to be made public and disseminated to relevant actors across

the European Union, with confidential data, if present, excluded.

The Focus Groups were designed according to the following topics:

1. Focus Group Spain: Focal point — business models in trafficking for child exploita-
tion;

2. Focus Group ltaly: Focal point — business models in trafficking for sexual exploita-
tion;

3. Focus Group Germany: Focal point — business models in trafficking for labour ex-

ploitation.

Version 1.1 | 15th September 2021
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2.2 Case Studies

Case studies were taken from both the FGs and reports produced by FATF, INTER-
POL and Eurojust. These reports allowed the UNCHAINED Research Team to explore
and compare cases from beyond the pilot countries and to include a greater breadth
of cases, published from five continents in a timeframe ranging from 2005 to 2019. The
full list of documents used can be found in the bibliography of this deliverable, while an

exemplary list of selected case studies can be found in Annex A.

These studies allowed for a synthesis of 43 cases, in which fundamental evidence
and trends could be identified in order to help define different business models used in
THB. A comparative analysis approach was adopted which combines the cases with
what is known and elucidated in secondary literature, as well as what emerged in the
FGs. 23 of the analysed cases involved trafficking for solely sexual exploitation (TSE),
19 solely for labour exploitation (TLE), and 1 case involved both TSE and TLE. 6 cases

involved victims that were minors, although their exact ages are not specified.

Beyond eliciting the business models, an analysis of case studies is also fundamen-
tal in understanding the state of the art in investigative methods, both financial and
otherwise, and, in particular, which financial indicators were used to identify THB, its
perpetrators, and links to other crimes. Understanding the strategic and technological
status quo of THB financial investigation is a critical aspect of the UNCHAINED project,

for the design of its own strategy, as well as for the design of training.

2.3 Secondary literature

The case studies and FG results were triangulated with existing analyses and wider
literature on the topic. In particular, a combination and cross-referencing between the
analyses provided by FATF, OSCE, EUROPOL, INTERPOL and Eurojust were used
as a foundation for this UNCHAINED roadmap. This was combined with a review of
legal literature on the topic, in order to establish a framework for the financial analysis
and its use at prosecution level.

A desk-based study into existing research on the business models associated with
trafficking in human beings reveals a clear shift in the prioritisation of the topic in recent
years. As mentioned above, the 1990s (extending into the early 2000s) was dominated
by criminological theory on approaching THB as a business model. This period was
followed by a wave of operational analyses of business models and financial flows
(e.g. OSCE, 2010; EUROPOL 2015), which subsequently declined and almost ceased
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in around 2015. At the same time, literature and regulation has continued to grow in
related areas, such as anti-money laundering (AML) and counter financing terrorism
(CFT), fuelled by both the European Commission and its agencies, as well as private
financial institutions. Within the EU, the increasing focus on financial investigation and
the need to step up efforts to counter ML is evident. In July 2021, the European Com-
mission presented a new package of legislative proposals to enhance the EU’s AML
and CFT efforts, which comprised: a Regulation on AML/CFT; a sixth Directive on
AML/CFT (“AMLD®G”), replacing the existing Directive 2015/849/EU, containing provi-
sions that will be transposed into national law, such as rules on national supervisors
and Financial Intelligence Units in Member States, revision of the 2015 Regulation on
Transfers of Funds to trace transfers of crypto-assets (Regulation 2015/847/EU), and
a regulation establishing a new EU AML/CFT Authority (European Commission 2021).
Yet, despite the promising provisions to crack down on ML and CFT, these Regulations
and Directives fail to give due attention to the criminal activities behind them or the
identifying of links to these.

This shortcoming has several serious implications on the fight against THB. On an
investigative level, identifying crimes considered less serious, such as the exploitation
of prostitution, violations of labour laws, or money laundering, can offer an important
gateway into the investigation of the more serious crime of THB. Without understand-
ing the link between these less serious crimes and the investigative techniques to fol-
low their proceeds, perpetrators (who are consequently convicted of lesser crimes and
to smaller sentences) are not brought to justice and links to organised criminal groups
are left undiscovered. This allows such OCGs to continue their criminal activities, in-
cluding human trafficking, as high profit, low risk operations. Furthermore, an isolated
understanding of ML alone is problematic from a prosecution perspective, given that
in many Member States, in order to prosecute for criminal activities behind the laun-
dered funds (including THB), the link between the crime and the laundered funds must
be proven (FATF, 2018). Finally, as elucidated in the 2018 FATF report Financial Flows
from Human Trafficking, specific trends in the models of laundering used can be iden-
tified depending on the type of crime and, more specifically, the type of human traffick-
ing. Understanding this relationship is therefore of critical importance for identifying

THB and ML and for pursuing appropriate investigations and prosecutions.

Beyond these gaps, the criticality of maintaining an up-to-date view of business

models and criminal financial flows cannot be overlooked. Since the heyday of
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economic analyses of THB, the environment in which OCGs operate has changed in
ways and at a rate that could not previously have been imagined. The use and func-
tions of the internet have expanded across the globe: between 2017 and 2020, while
the estimated global population had grown by 274 million, the number internet users
has increased by 681 million, and the number of social media users by over 1 billion
(Pérez-Escoda et al. 2020). The way in which we make financial transactions has also
shifted: for one, in 2016, there were approximately 5 million cryptocurrency users
worldwide, in 2020 this figure has risen to 101 million. The period also saw a global
pandemic that shook almost every aspect of everyday life, forcing a great deal of ac-
tivity, criminal and legal, online and drastically restricting the physical movement of
people and money. The pandemic caused labour markets globally to be disrupted ‘on
a historically unprecedented scale’ (ILO 2021), with employment losses in 2020 of 144
million jobs relative to 2019, and women and young workers worst hit (ibid.). The eco-
nomic insecurity left by such large-scale job-loss left many more vulnerable to being

trafficked and left existing victims locked indoors.

. - Growth in social
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Fig. 1 Growth in global population between 2017 and 2020, compared to growth in internet users and

social media users.

These changes in the environment for traffickers, have been accompanied by changes
in advanced investigative tools, such as those for big data analytics, anomaly detec-
tion, blockchain analysis and ‘untumbling’ techniques, and open source intelligence
(OSINT). Recent years have also seen vast improvements in data sharing mecha-
nisms (especially within the EU), which have allowed police forces to follow money and
criminals across borders far more efficiently and effectively than before (see chapter
5.6 of this document). Evolutions on both the criminal and law enforcement side of
human trafficking, as well as broader societal changes render revisiting the business
models and financial flows of THB essential.
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3 Trends in modi operandi and business models

The modus operandi used in each trafficking case will to a large extent dictate the financial
business model behind it. It follows that, for financial investigators, an awareness of
changes in these modi operandi is critical in following the financial footprints they leave.
This section will consider two key phenomena that are reported and/or expected to have
impacted on how perpetrators ensure high profits from THB: the Covid-19 pandemic and
the expansion of the internet. While the use of the internet to facilitate both organised and
smaller scale crimes is not a new challenge for law enforcement and other actors involved
in countering THB, its criticality in keeping regular and illicit business afloat during the
recent global pandemic calls for a renewed study. An initial exploration of secondary liter-
ature on both of these phenomena confirms the authors’ assumption that it is too early to
understand the full effects of on rates of THB and their business models. Nonetheless, the
following section should provide an insight into the relevant factors that should be born in

mind when opening financial investigations into human trafficking.

3.1 The impact of Covid-19 on THB business models: supply, operations, and

demand

For business makers globally, the Covid-19 pandemic and its ensuing economic downturn
has interrupted their business models, from supply and production, to transportation and
demand. Human trafficking and associated criminal businesses were no exception to this.
Well-known for their resilience to environmental changes, polycriminal groups were quick
to adapt their business models according to the pandemic climate and state responses to
it, exploiting new vulnerabilities among potential victims and within the market, reacting to

fluctuations in demand, and following the rest of society’s move online.

3.1.1 Supply: exploited socio-economic vulnerability

Current forecasts predict that the economic recession resulting from the Covid-19 pan-
demic will lead to a 6.2 per cent fall in global GDP per capita and, with that, the worst
recession since the end of the Second World War (IMF, 2020). In 2020 alone, 8.8 per cent
of global working hours (equating to 255 million full-time jobs) were lost in comparison to
the final quarter of 2019 (ILO, 2021). This is worrying, in light of recent studies that have
placed economic determinants as among the most influential factors concerning an indi-
vidual’s vulnerability to being trafficked (see, for example, David et al., 2019; FRA, 2019;
CHO, 2015; and McEwing, 2013). Hence, such significant economic downtown and loss
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of jobs is likely to have broadened the number of potential victims of THB (which must
crudely labelled as ‘supply’), from a micro- and macro-economic perspective (UNODC,
2021).

Traditional means of recruitment for THB, such as a sham marriages or advertisements
for well-paying jobs (often abroad), can be particularly effective when presented as a way
out of economic hardship, which the ‘Pandemic Recession’ (UNODC, 2021) saw ex-
panded to greater segments of societies globally. Most notably, even where targeted vic-
tims are aware of the risks associated with suspicious job offers or opportunities that are
‘too good to be true’, persons in economic need are often more likely to undertake risks,
on the basis that they have less to lose (FRA, 2019).

While it is too premature to make definitive conclusions about the effect of the Pandemic
Recession on THB, as documented by the UNODC 2020 GLOTIP Report, past recessions
have demonstrated a positive correlation between an increase in unemployment rates and
a risk of trafficking. The graph below, taken from the same report (p.74) illustrates the
extent of the relationship between unemployment rates and numbers of potential victims
of trafficking (VOTSs) between 1998 and 2017. It plots the unemployment rates in Bulgaria

against Bulgarians as a proportion of potential VOTSs identified in the Netherlands.

Fig. 2 Relationship between unemployment rates in Bulgaria and Bulgarians as a share
of potential trafficking victims detected in the Netherlands* (1998 — 2017). (UNODC 2021,
p.74).
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*Linear Regression, Bulgarian victims of trafficking as dependent share of total victims detected in the Netherlands, and independent variable
Bulgarian unemployment rate recorded one year before victim detection. Results: R-sq .716, Sig : .000, standardized coeff. for independent
variable 0.846, sig. 0.000.
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3.1.2 New recruitment models

Several changes have been observed and forecasted in the model of recruitment for
THB. The UNODC'’s report on the effects of the COVID-19 pandemic on THB (2021b)
highlighted how the profile of victims has changed. The question of where victims are
recruited has, in many cases, shifted online, and in others, has become more localised.
In the case of the former, the growing trend for traffickers to recruit their victims online,
and via social media or video games, risks being exacerbated by the increased time
spent on the internet as a result of lockdown measures. Meanwhile offline, restrictions
on movement have forced traffickers to seek their supply more locally for exploitation
in factory, agricultural or construction work, or for sexual exploitation in private envi-
ronments (UNODC, 2021b).

In relation to who is being recruited, of particular concern is the increased vulnera-
bility of minors who, following school closures, have spent more time online, leaving
them more exposed to recruitment, as well as online forms of exploitation. Children
have had less contact with frontline practitioners (including teachers and healthcare
professionals), who would otherwise be well positioned to identify indicators of exploi-
tation and abuse. Furthermore, with more adults isolated in their homes during the
pandemic, the demand for child sexual exploitation material (CSEM) through open net-
works, the Dark Web and peer-to-peer (P2P) networks is also reported to have in-
creased (OECD, 2020; ECPAT, 2020).

Other forms of offline child exploitation have also increased during the pandemic, in
part as a result of worsening economic conditions that has led to a rise on child traf-
ficking for forced labour and forced military service (UNHCR, 2020). In the UK, the
county lines drugs trade (transportation of drugs from rural to urban regions), which
relies on children to carry drugs across county borders, has also increased during the
pandemic. County lines gangs governing these operations frequently use debt bond-
age and physical and sexual violence in order to coerce children into the business. A
record number of cases (379) were reported during the third quarter of 2020 (Reuters,
2020).

In addition to children, women are also reported to be at greater risk of recruitment
for THB as a result of the Covid-19 pandemic. UN Women estimates that women’s

employment is 19 per cent higher than that of their male counterparts, placing them as
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another group that is more exposed to becoming victims of trafficking (UN Women
2020). This imbalance is forecast due primarily to occupational segregation by gender,
with female-dominated industries, such as the textile industry, worst hit by restrictive

measures, although there are likely multiple factors at play.

3.1.3 Victim Identification

The 2020 annual report from the Council of Europe’s Ground of Experts on Action
against Trafficking in Human Beings (GRETA), has raised concerns beyond the eco-
nomic impact on vulnerability to being trafficked. Most notably, it documents how the
already challenging task of identifying victims of THB was made significantly more dif-
ficult as a result of Covid-19 related restrictions. This was, in part due to the reduction
in labour inspections and police checks (GRETA, 2021), which typically represent key
frontline activities for identifying VOTs and THB risk indicators. Of particular relevance
for this Roadmap, in countering THB, limiting the exposure of relevant practitioners to
risk indicators reduces possible entry points into THB investigations (financial or oth-
erwise).

The GRETA report additionally expresses concern over heightened exposure to ex-
ploitation as a result of the lockdown measures. For example, following the German federal
government’s decision to temporarily close brothels and other businesses facilitating com-
mercial sex (16" March 2020), there was a reported increase in cases of “hidden prostitu-
tion, accompanied by more exploitative conditions and violence” (CoE, 2021, p. 31). Sim-
ilarly, in Spain, procurers increasingly turned to apartment rentals through digital platforms,
such as Airbnb, in order to find locations for sex work. Unlike hotels or brothels, such
rentals are less visible to law enforcement or other frontline staff in a position to detect
indicators of THB. As previously mentioned, another location for sex work and sexual ex-
ploitation that saw a growth in visitors was the internet, with an rise in online sexual exploi-
tation, including of child sexual exploitation (CSE) (EUROPOL, 2020).

From the perspective of support for victims, there have been reports of limited access
to key services such as shelter and health care, counteracting efforts to encourage victims
to come forward and increasing their chances of re-, or continued, victimisation (La Strada
International, 2020). The identification of victims is also a critical starting point for investi-
gations, meaning that not only were victims left with harshly inadequate support services,
exacerbated by lockdowns spent with their abusers, but this also restricted investigations
into THB and other crimes associated to it. The repercussions of the lockdown measures
further impacted on prosecutions through severe delays and subsequent backlogs in the
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justice system, whose practitioners were broadly advised to deal with only “very urgent
matters” (GRETA, 2021, p.33).

Since the pandemic has forced criminal activity even further underground, estimating
changes in the scale of THB is problematic (UNODC 2021b). While changes in the number
of VOTs are estimated in several countries, reduced law enforcement capacity, limited
labour inspections, and the shifting of environments for exploitation to the private sphere
or online is likely to have impacted the number of reported cases as a share of actual
cases. According to stakeholder surveys conducted for the UNODC report, 39 per cent of
respondents believed it had been more difficult to detect victims during the pandemic, while
40 per cent believed that there were fewer opportunities for victims themselves to actively
seek help and support (p.26).

Figure 3: Stakeholder survey responses on the effects of the pandemic on trafficking in persons
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3.1.4 Modi operandi

In line with the polycriminal nature of organised crime groups, many traffickers have been
quick to adapt their modi operandi to pandemic-induced restrictions. With severe re-
strictions to movement, many segments of the trafficking chain have moved online — in-
cluding recruitment, payments, and exploitation itself. A study conducted for the aforemen-
tioned UNODC report on Covid and TiP (trafficking in persons, synonymous with THB)
(2021b), revealed that 37 per cent of stakeholders surveyed believed that recruitment had
moved online since the onset of the pandemic (p.34), a statement also supported by both
OSCE ODIHR and UN Women (2020).

While some traffickers have avoided physical movements and border crossings during
the pandemic, others used the opportunity to establish new trafficking routes and transport
methods. Routes are reported to have become “more complex, longer and more danger-

ous” than those previously used (UNODC 2021b, p.34). Trafficking flows along traditional
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routes did not dry up completely, with some traffickers capitalising on the chance that, as
a result of the pandemic, police and immigration officers were less likely to check vehicles
of drivers’ identification documents (ibid.). The following section on the role of the internet
in THB will further give an insight into the types of modi operandi that have dominated

during the pandemic.

3.2 The internet

Traffickers’ increasing use of the online space was documented as a trend even before
the pandemic, and not only as a “digital hunting field” for recruitment (UNODC 2020).
There are manifold cases documenting how the internet can support traffickers in adver-
tising trafficked services, hosting the provision of services (such as sexual exploitation or
forced criminality), and even by facilitating the payment of services or laundering of pro-
ceeds. Several characteristics of the internet make it a prime environment for illicit activities
and THB more specifically. These include the anonymity it can offer to both traffickers and
customers; the extent of its reach, unrestrained by geographical borders and open to an
endless pool of victims and customers?!; and, by reducing the need for physical move-

ments, its cost efficiency as a business environment.

The weight and role of the internet in any trafficking chain varies depending on the type
of trafficker/trafficking group involved, including their size and level of “cyber expertise”, as
well as the type of exploitation, profile of the victim, and target customer. As such, this
section will seek to offer a brief insight into how the internet is used, which the authors
consider fundamental in order to identify “gateways” into financial investigations, based on

modern trafficking business models.

3.2.1 Recruiting victims and customers

Online recruitment of victims and purchasers are traditionally separated into two catego-
ries: “hunting” strategies and “fishing” strategies (UNODC, 2021). Hunting refers to the
specific targeting of a potential victim or customer based on pre-identified characteristics
that can make them more likely to engage in either end of the trafficking chain. For victims,
these characteristics often refer to vulnerabilities, such as disabilities or difficult economic
or familial situations; for purchasers, this could refer, for example, to an identified attraction
minors or previous use of prostitution services. Due to the large amount of publicly availa-
ble information on the internet, and on social media in particular, it is an optimal environ-

ment for hunting activities. Fishing strategies, on the other hand, refer to advertising of

1 In one case, a lone-operating trafficker was able to sexually exploit and connect one victim with
over 100 sex buyers within just two months, solely using online advertisement (UNODC 2013).
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jobs or for a service without a specific target, and waiting for responses. Fishing activities,
while abundant on social media, also exploit classified listing sites, such as the former

Backpage, in order to post job or service advertisements.

From a law enforcement perspective, such activities are monitored both manually and
using open source intelligence (OSINT) scraping techniques. The most renowned example
is perhaps the shutting down of the US site Backpage following accusations about its role
in facilitating sexual and child exploitation, in April 2018 (Reuters, 2018). Examples of ad-
vertisement for trafficked services are manifold and often appear in plain sight (although
their exploitative background may not always be evident). In one case (BRA004, UNODC
Sherloc case database), partners of the German-based “Brazil Club” uploaded explicit,
sexual photographs of Brazilian women to www.brasil-club.de and www.brasil-club.com,
offering to arrange tourists to travel to Brazil “to experience sexual intercourse with Brazil-
ian women” or to arrange meetings with Brazilian prostitutes in Europe. The partner (who
was later charged) also provided for women to be sent to Europe or to remain in Brazil as
prostitutes. In the case of the former, women would receive only the price of the ticket
(which would be repaid by the prostitutes through their earnings) and small purchases
necessary for the journey.

While they are often effective in investigations and monitoring activities, mechanisms
for surveillance of internet sites like Backpage or Brazil Club are known to traffickers, who
diligently draft the language and content they post in order to slip through such monitoring
nets (UNODC, 2021). Another means of avoiding law enforcement attention, especially in
the case of child exploitation, which is often prioritised in monitoring operations, is the

transfer to closed groups and chats.

The anonymity enjoyed by internet users is also used in strategies to approach potential
victims online. A frequent method used is to feign romantic interest in potential victims,
enticing them into willingly engaging with their trafficker or to respond to expressions of
insecurity online with compassion or support in order establish trust on behalf of the re-
cruitee. In one case in Singapore (Sherloc Case nr SGP003), a trafficker created multiple
accounts in order to simultaneously make the victim feel more insecure by writing abusive
messages with one account, while, through another account, offering support with com-
passionate messages. This is just one example of an endless catalogue of tactics used by

recruiters online.
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3.2.2 Online exploitation

Further along the trafficking chain, the internet increasingly serves as a medium for
exploitation itself. Webcams and livestreaming have facilitated new forms of sexual
exploitation including of children, often using closed platforms such as Skype. Video
or photo exploitation shared online can be particularly traumatic for victims, who are

re-victimised with each viewing or each purchase of content.

While some identified cases have led to trafficking convictions (see, for example, court
case 312 -- Norway 2016), difficulties in proving all elements of THB have meant that
other identified perpetrators have been prosecuted of lesser crimes, including sexual
assault (EUROPOL, 2019). A further form of exploitation that is heavily present online
is forced criminality, with victims commonly coerced into committing identify theft and
data fraud (UNODC, 2021).
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4 Current European Strategies under the “4 Ps Model”

In response to the emerging challenges posed by THB, national and international organi-
sations have developed several strategies and action plans, that will form the backdrop of
this Roadmap.

Firstly, in 2003, OSCE Member States adopted an Action Plan to Combat Trafficking in
Human Beings, which established a comprehensive framework for combating THB based
on what is known as the ‘4 Ps’ model of prosecution, protection, prevention and partner-
ships. This model represents a comprehensive model of combining holistic and technical

approaches, and public and private agencies in the fight against THB in all its forms.

Secondly, also embedded in the 4 Ps model, the Council of Europe Convention on Ac-
tion against Trafficking in Human Beings, adopted by the Council of Europe on 16 May
2005 (which entered into force on 1 February 2008) and addressing not only Council of
Europe (CoE) Member States but also non-member states and the European Community.
The CoE Convention is a treaty focusing on the protection of victims and the safeguarding
of their rights, as well as on preventing trafficking and prosecuting those responsible for it,
including monitoring mechanisms to assess an effective implementation of the proposed

measures.

Thirdly, on the 14" April 2021, the European Commission adopted a new EU Strategy
on Combatting Trafficking in Human Beings (2021-2025), including investigation, preven-
tion and protection of victims. The strategy builds on the EU's Anti-trafficking Directive and
connects THB with the parallel EU Strategy to Tackle Organised Crime (2021-2025). Of
particular relevance for UNCHAINED is the emphasis placed on breaking the business
model of traffickers through effective operational means against the criminal business
model, tackling the culture of impunity through a robust criminal justice response, and tar-

geting the digital business model of traffickers.

All of these strategies highlighted the relevance of the financial motivations behind THB,
which is, to reiterate, a business generating an estimated 150 billion USD in profits annu-
ally (ILO, 2014). As highlighted by the EU Strategy 2021-2025, “Organised crime groups
specialised in trafficking increasingly exploit legal businesses (such as hotels, nightclubs
and massage parlours) in their operations, for example by recruiting workers, engaging in
a contractual relationship in the country of origin and transferring them to the country of

exploitation” (p.9). The same document calls for Member States to disrupt the criminal
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business model of trafficking through the application of tools and approaches specified in
relation to the priority of the EU Strategy to Tackle Organised Crime 2021-2025 on remov-
ing profits of organised crime and preventing their infiltration into the legal economy and
wider society. Under such tools and approaches, the Strategy explicitly emphasises the
systematic use of financial investigations within law enforcement operations, alongside the
development and application of “a robust framework to identify, seize and confiscate crim-
inal assets” (ibid. p.9). Beyond the punitive value of seizing assets from the beneficiaries
of organised crime, the strategy highlights how, on a practical level, recovered assets can
contribute to victim compensation and support, as well as for trans-border law enforcement
counter-trafficking activities (see also the Anti-trafficking Directive, COM(2021) 171 final,
pg. 9).

Although these documents mark an important step forward in responding to the financial
aspects of THB and OC, there are numerous obstacles to the full implementation of the
provisions foreseen by the European Strategy 2021-2025. Many of these obstacles, as
outlined in section 5, also emerged from the UNCHAINED Focus Groups and were further

confirmed by the examination of the international case studies and existing analyses.
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5 Analysis

This section will document the analysis of THB business models through the triangulation
of data from the UNCHAINED Focus Groups, 43 real-life cases of THB, and relevant spe-
cialised literature. It elicits 7 critical elements in the implementation of the current European
strategy to combat THB, as reflected in the 7 sub-chapters below, in order to frame a

roadmap for future investigations and training.

5.1 The Legislative Framework: crime qualification

The first topic concerns the implementation of the legislative framework on THB at national
level. In all of the UNCHAINED Focus Groups, criticisms of the legal framework at national
and EU level were frequently raised as obstacles to effective and efficient financial inves-
tigations into THB. In order for follow-the-money investigations to effectively lead to suc-
cessful prosecutions, clear understandings of what constitutes THB and how it can be

derived from lesser crimes are fundamental.

On the subject of THB, the EU operates on the legal principle of ‘minimum rules’. Since
the EU does not have responsibility for the legal harmonisation of specifically defined ar-
eas under Art. 82 and Art. 83 TFEU, the EU established “minimum rules” for the approxi-
mation of national law, and can only influence these through directives, not direct legisla-
tion. This applies for the Directive 2011/36/EU on preventing and combating trafficking in
human beings; and Directive 2011/92/EU on combating the sexual abuse and sexual ex-

ploitation of children.

Common minimum rules on substantive criminal law have thus made it easier to apply
the principle of mutual recognition and allowed for the approximation of sanctions and
common definitions of certain offences. They have also provided the EU with appropriate

tools to respond to challenges that are common to all Member and non-Member States.

Unfortunately, the distinction between serious crimes or 'Euro-crimes',? and 'ordinary"
crimes, has remained unclear in EU legislation (and thus the categorisation of THB), which

is highly problematic in terms of law enforcement and investigation, as well as prevention.

For example, as evidenced by the analysis of the cases and the terms summarised

under trafficking in human beings and smuggling of migrants (SOM) in the Glossary at the

2 According to Art. 83 TFEU, Eurocrimes are particularly serious crimes with a cross-border dimension
resulting from the nature or impact of such offenses or from a special need to combat them on a
common basis. Today they are the following: terrorism, trafficking in human beings and sexual ex-
ploitation of women and children, illicit drug trafficking, illicit arms trafficking, money laundering, cor-
ruption, counterfeiting of means of payment, computer crime and organised crime.
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beginning of this document, THB, unlike SOM, does not necessarily have a transnational
dimension while Euro-crimes are offences which, by definition in the TFEU, deserve to be
dealt with at the EU level because of their particularly serious nature and their cross-border
dimension. As illusterated by practical experience and confirmed by ICMPD research in
20193, there are often close connections between SOM and THB offences, whereby they
occur concurrently or one phenomenon evolves into the other. In many cases of THB, the
victims themselves, both national and second or third countries citizens, are exploited by
traffickers, without having necessarily crossed a border or without the involvement of trans-
national criminal groups. According to the UNODC 2020 GLOTIP Report, 65 per cent of
reported identified trafficking victims globally had been trafficked domestically, a percent-

age showing an upward trend in the last few years.

Similarly, in its definition, EUROPOL talks of ‘serious and organised crimes’ (EURO-
POL, n/d) when addressing the phenomenon, meaning that, while they explicitly mention
THB as a ‘serious and organised crime’, it remains unclear as to whether cases that are

not operated by OCGs still classify as a ‘serious crime’.

The failure to address the seriousness of THB irrespective of its transnational or organ-
ised nature is problematic as without instigating investigations and prosecutions for serious
crimes, the instruments and measures that can be applied are limited and, thus, the full
scale of the trafficking operation becomes harder to identify. It may only be through dia-
logue and information sharing between States that the transnational or organised element

emerges.

The United Nations, with the Palermo Convention, has provided a much simpler and
more linear definition of 'serious crime' than that present in the European Directive, which
can help to make a distinction between the crime of SOM and that of THB. In Article 2b of

the Convention, it states “Serious crime’ shall mean conduct constituting an offence pun-
ishable by a maximum deprivation of liberty of at least four years or a more serious pen-
alty”.

Contrary to the United Nations, the EU has chosen, for political reasons, to maintain a
greater flexibility on the definition of ‘serious crimes’, as noted the Romanian Presidency
of the Council in 2019: “At this point in time, there is no need to develop a common defini-
tion/understanding of certain notions, such as 'serious crime' and 'minor cases'. Several
Member States indicated that they should retain flexibility concerning the application of

these notions. According to those Member States, the approach followed until now,

3 |CMPD research can be retrieved here Latest research findings on resilience and vulnerability to
human trafficking on migration routes to Europe - ICMPD
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whereby serious crime could be defined, where necessary, by using different criteria for a

specific legislative instrument, should continue to be applied.” (9726/19, pg. 8).

This preference for flexibility, however, has fundamental implications in terms of criminal
procedures and substantive law and exposes itself to abuse. This problem can be seen
from two different angles: firstly, with regard to the exact classification of crimes as less
serious or serious crimes, that is the distinction between trafficking in human beings, and
less serious but related crimes, such as prostitution (not criminlised in all MSs), begging
(not criminalised in all MSs), or violations of labour regulations. Secondly, this lack of set
distinctions is problematic with regard to the criminal procedure applied and the legal

agency responsible for conducting investigations.

At national level, the Italian Focus Group highlighted how the particular rigidity of the
substantive criminal legislation adopted in 2014, following the legislative reform on the
subject (Art. 600, 601 and 602 of the Italian Criminal Code (c.p.p?)), is reflected in the
criminal procedure. This is because, since the introduction of Law no. 228 of 2003, the
crime of trafficking in human beings has been subjected, both in its associative form and
in its simple form, to the double track system, which means a person may be prosecuted
for a lesser crime in one court but transferred to a higher level court to be prosecuted of a
more serious crime. In fact, proceedings concerning, for example, the crimes of criminal
association dedicated to the facilitation of illegal immigration are subject to the double track
regime (through the express reference of Article 51 paragraph 3 bis of the Criminal Code).
Through of the provisions of art. 51 co 3 bis c.p.p., the crimes of trafficking in human be-
ings, including the crime of association with the aim of facilitating THB, are attributed to
the competence of the district prosecutors, under the coordination of the National Anti-
Mafia Prosecutor's Office. As a result, the entire procedural regime changes, affecting,
among other things, the discipline of preliminary investigations, the means of proof, and
interceptions. This entails a maximum duration of the investigations longer than in the or-
dinary procedure (two years), with the possibility of extension without notification to the
person under investigation, a particular protection regime for so-called ‘vulnerable testi-

monies’, and the possibility expand the use of interception.

At international level, both OSCE in its “Following the money” compendium of October

2019 and each the three Focus Groups highlighted the need to have a more precise

4 Codice di Procedura Penale
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definition of what qualifies as human trafficking, filling the need to establish a solid foun-

dational definition of THB based on existing international law®.

The Focus Group in Spain emphasised the need to design a general law on the pre-
vention of THB, which addresses this phenomenon in all its forms and complexity. With
particular reference to labour exploitation, legislative changes are requested by the Span-
ish experts to criminalise slavery, servitude and forced labour separately in the Criminal
Code because they are not currently subsumed under the concept of labour exploitation.
The experts in Spain also highlighted that the establishment of the crime of subjection to
slavery, servitude and forced labour is advocated. This variation, together with the legisla-
tive amendment on trafficking offences, allows the Public Prosecutor’s Offices to carry out

wider investigations for serious crimes relating to these forms of exploitation.

Similarly, the Focus Group conducted in Germany found that the current understanding
of human trafficking is too limited and does not necessarily thoroughly reflect all aspects
of any given trafficking case. Therefore, the conceptual understanding of the term THB

was deemed, in its current state, insufficiently comprehensive.

All this is even more significant if we consider that the recommendations of the afore-
mentioned OSCE compendium, formulated following the analysis of numerous documents
concerning the separation of three categories, the first of which is constituted by contextual
information, which refers to enhancing essential background knowledge related to THB,

and most notably its definition.

With regard to the classification of THB under crimes considered to be organised crime,
there was no standardised response from the 3 FGs, which in Spain and Italy showed that
trafficking is considered under organised crime, emphasised in the latter case by the Italian
Superior Council of the Judiciary, which recognised that “a superficial approach to the
phenomenon can sometimes lead to neglecting not only a possible supranational dimen-
sion, but also the operation of organised crime”. Conversely, according to the German
experts present, THB is not necessarily an issue concerning organised crime. Rather, less
structured societal and cultural operations could easily constitute THB and thus fall out of

SOCTA's (Serious and Organised Crime Threat Assessment) scope.

However, all cases collected and presented in Annex 2 refer to forms of organised

crime, with the sole exception of cases 9, 10, 32 and 34. This therefore allows us to

5 OSCE - Following the Money - Compendium of Resources and Step-by-Step Guide to Financial
Investigations Related to Trafficking in Human Beings - October 2019
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conclude that the organised nature of THB is one of the typical characteristics of the modus

operandi of the phenomenon but is still not a defining factor.

A final critical point in relation to the existing legislation and its impact on investiga-
tions into THB was highlighted in the Italian Focus Group. The experts expressed concern
at how legislation do not favour investigations aimed at identifying those who manage THB.
As the Prosecutor of Trieste pointed out, the offence of illegal immigration, which was
introduced into Italian law by Law No 94 of 2009, amending the Consolidated Text on
Immigration (Legislative Decree 286/1998) has created a number of problems with inves-
tigations into THB in an attempt to stem illegal immigration. Article 10a, entitled ‘lllegal
entry and residence in the territory of the State’, punishes (with a fine of between EUR 5
000 and EUR 10 000) ‘a foreign national who enters or remains in the territory of the State’,
in breach of the provisions of the Consolidated Law on Immigration, as well as those of
Article 1 of Law No 68/2007, concerning short-term stays for visits, business, tourism and
study. The rationale of the offence of illegal immigration was evident in the intentions of
the political legislator: create a legal instrument that would make expulsion and deportation
orders more effective and introduce a psychological deterrent against persons who wish
to enter or remain illegal in Italy. In fact, the law does not seem to have achieved either of
the two objectives. Migrants exploited by trafficking, based on the crime of illegal immigra-
tion, must be heard by the magistrates investigating smugglers as defendants and not as
witnesses. Therefore, the Italian criminal procedure provides for their assistance by a law-
yer, their right not to reply when questioned and, as suspects, their risk of expulsion. The
effect of this condition, which risks blaming potential victims and witnesses of trafficking,
is that those illegal residing in a country rarely testify against their persecutors®, reveal
those who have paid for the journey of hope, or how the criminal organisation works. Since
this is an offence punishable by a fine, the irony of the fate is that the many convictions
imposed on the basis of Article 10a, often fines imposed by the Justice of the Peace, are
not enforceable, since the person has, in the meantime, been removed from the authority,
or, if found, does not have any assets that can be seized. This legislation severely limits

the efficacy of Italian THB investigations.

5.2 Crime classifications and Indicators

As raised in the Italian and Spanish FGs and already confirmed by OSCE, the different

actors working in counter-trafficking need some form of evidence or identified suspicious

6 See section 5.7, including comments on the non-punishment principle.
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activity in order to support to their intervention, such as specific indicators for determining
the existence of different forms of trafficking and or identifying victims. In fact, “the starting
point for effective financial investigations is the use of accurate indicators of THB. Relevant
indicators tell institutions what to look for, increase the likelihood of effective reporting and
assist law enforcement with actionable intelligence. Indicators can help financial institu-
tions take steps to halt the misuse of their systems by traffickers and also develop better
information for law enforcement investigations. Unfortunately, these indicators are sprin-
kled throughout publications across disparate regions of the world and not mainstreamed
or synthesized.” (OSCE, 2019, p.14).

The Spanish focus group confirmed, in reference to a guide produced by the General
Council of the Judiciary in 2018, the importance of indicators in determining the existence
of different forms of trafficking, including trafficking for the purpose of sexual exploitation
of minors, for the purpose of forced begging, or for the purpose of forced criminality, high-
lighting that the creation of specific indicators for underage victims in particular would be

a great advance.

Due to the lack of structured indicator systems, the upgrading from less serious offences
to serious crimes is exclusively dependent on the investigative intuition of each responsible
officer. Remedying this could help to established a more enlightened investigative ap-
proach that can reveal how, behind what seems to be a minor offence, there is a more

serious associative offence comparable to the ‘Eurocrimes’ of European law.

The need to provide activities that give professionals awareness that behind seemingly
“‘common” (here, less serious) crimes can hide criminal networks that manage human traf-

ficking must not be overlooked.

In case 21, documenting an investigation conducted by INTERPOL in collaboration with
the United Nations Office on Drugs and Crime (UNODC) and REDTRAM/AIAMP, the
Ibero-American network of specialised prosecutors on trafficking in persons and smuggling
of migrants. The investigations were initially opened into SOM-related crimes but then
quickly took on a typical profile of trafficking crimes, leading to over 18 arrests for crimes
of both SOM and THB.

In case 37, explored in detail during the Italian meeting, the investigation was conducted
through a Eurojust collaboration with the Brescia District Prosecutor's Office and the Ro-
manian authorities. In this case, “Italy did not initially carry out an investigation into the
OCG. Many of the suspects identified by the Romanian authorities were known to the
Italian authorities and considered particularly violent. They had criminal records in Italy for

a wide range of crimes committed over the years (pimping, theft, drug trafficking, etc.) but
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were not considered by the Italian authorities to be part of a larger OCG carrying out THB.”
Only as a result of the coordinated work with Eurojust, with the help of an JIT, did the
associative nature and seriousness of the trafficking crime emerge, compared to previous

investigations.

Following a discussion of this case, the Italian Focus Group reiterated the need to have
analysis indicators that allow investigators, from the early stages of the investigation, to
understand whether certain criminal conducts should be considered less serious crimes
or, on the contrary, can constitute associative crimes related to trafficking. In the case of
the latter, this would change the responsibility for handling the case, procedure applied,

and the means deployable.

Through the analysis of 23 documents from five continents, published between 2005
and 2019, OSCE (2019) extracted a total of 600+ potential indicators and typologies flag-
ging potential THB cases behind seemingly minor/less serious crimes. However, approxi-
mately 68 percent of all indicators identified across the 23 publications were deemed to be
duplicates (ibid.). Of the remaining indicators, OSCE identified approximately 10 percent
of them as behavioural (or in-person red) flags’; approximately 10 percent were related
high risk business types; and approximately 65 percent were related to banking patterns
and typologies of traffickers. The report also noted that the majority of indicators focused

on sexual exploitation as opposed to any other form of THB.

The analysis highlighted several critical issues in relation to the definition of indicators
when confronted with the THB business model. Firstly, in the majority of the cases, the
indicators refer to a general category of THB, and are not broken down under the specific

types of THB (labour, sexual exploitation, trafficking of minors, etc.).

Secondly, THB and SOM are conceptually different but a distinction in terms of indica-
tors, as connected to specific conducts and modus operandi, is lacking. This is a central

need for all first-line practitioners, magistrate, LEAs as well as voluntary private sector.

Finally, from the contrasted comparison of the FG outcomes and analysis of secondary
literature and cases, the UNCHAINED Partnership noted the need to establish indicators

that are specific to the geographic region (that is the place of exploitation, as well as the

7 ‘In addition to the financial footprint, the victim or their trafficker will often have to interact with a
government agency or reporting entity staff in person, providing further opportunities to pick up on
any suspicious behaviour. Where an individual claims to act on behalf of another employee, demon-
strating signs of control of the person or their documents, this may be indicative of forced labour.
Unusual in-branch behaviour, such as individuals avoiding cashiers, even when there are no queues,
may also indicate the presence of trafficking.’
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nationality of the victim or perpetrator), and specific to the gender of the victim, which often

change the modus operandi and thus the indicators.

5.3 Multi-agency approach — Horizontal Cooperation Model

The three focus groups reported the difficulty of integrating all the public and private actors
of the prevention chain into a holistic model that combines the different methodologies
available and knows how to apply these at different points depending on where the risk
manifests itself. The dimension of multi-agency partnership and public-private collabora-

tion remains at the heart of the '4-P model' concept.

This is a theme unanimously addressed by research and documents on the THB:
among these, the OSCE compendium (2019, p.14) underlines that “in the absence of clear
communication across multiple jurisdictions and groups, the fight against THB still largely
rests on the shoulder of law enforcement agencies as opposed to civil society or private
enterprises such as financial institutions, highlighting once again the need for partnerships
where possible. Although some good resources have been created to address these chal-
lenges, they are still under-utilized. They overlap on some topics and neglect others, such

as concrete guidance on how to conduct the investigation.”

As stated in the German Focus Group, with reference to the protection of victims of
human trafficking, “multi-agency cooperation between law enforcement and civil support
services must be more aligned and organized in a formal, or at least more structured,
manner. This would allow intensification of exchange of relevant information”, adding that
‘comprehensive approaches are nowadays agreed as best practices” and “any support

service concepts require a more holistic baseline”.

The experts contributing to the Italian and Spanish Focus Groups confirmed that a
model of horizontal multi-agency cooperation provides for actors of different types, both
public and private, to act together in order to achieve the same objective, with a focus on
the coordination among all governmental, social and economic agents involved, bringing
together the business sector, trade unions, NGOs, and public administrations. The partic-
ipation of social partners, trade unions and business associations in essential in the design
of a strategy for collaboration and cooperation among judicial, administrative and police
authorities, the private social sector and expert analysts and forensic experts. The im-
portance of such multi-agency experience is evident in case study 17, in which the victims
initially engaged with the NGO sector, who subsequently reported the case to An Garda
Siochana (the national police of the Republic of Ireland) through an established framework

of cooperation.
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It is essential that this cooperation, both between countries and between the agencies,
starts at the dawn of the operations implemented to prevent, detect and dismantle criminal
networks, in order to fully capitalise on the different perspectives and expertise of different
professionals. This cooperative practice allows a larger amount of relevant information to
be gathered and fed into a holistic approach, and where possible through the use of new
electronic tools, to reinforce a “coordinated investigative model” and ensure the effective,

swift, secure and resilient communication between competent authorities.

The application of a multi-agency approach requires adequate training activities, as
highlighted by the Spanish General Council of the Judiciary that promotes specialised
training for judicial personnel, to deal with the different forms of the crime of trafficking.
Furthermore, they stated that the importance of institutional coordination is evident, mean-
ing people from different institutions, law enforcements agencies, lawyers, prosecutors,
the judiciary, etc., as well as other bodies involved in the issue of trafficking, should partic-

ipate in joint annual meetings.

5.4 Instruments of international cooperation - Joint investigation teams

Despite the numerous instruments of European and international judicial cooperation in
criminal matters available, it is not always easy to choose the most appropriate ones to
apply in any given case, with regard to the specificity of the follow-the-money approach.
This applies both to the pre-investigative and investigative phases, as well as in relation to
the recognition of evidence in court, given the great difference in procedures and legal
systems and the global scale of the mobility of capital. The Italian focus group noted how
‘some critical issues have arisen due to differences in the codes of criminal procedure of
the countries involved and in their judicial systems’, which must be addressed so that ‘Eu-
ropean judicial cooperation instruments can be effectively used to challenge crimes involv-
ing trafficking in human beings because the phenomena of trafficking and exploitation of

human beings often represent a typical example of transnational crime’.

However, there is a cooperation tool that, as the literature and numerous case studies
confirm (see case studies 36-42), can overcome the complexity resulting from the use of
multiple instruments, which are not always congruent, within the framework of different
judicial systems and dissimilar national criminal procedures. As indicated in the recom-
mendations issued by Eurojust in February 2021, ‘the use of JITs in THB cases allows
dynamic and close collaboration, common investigative goals to be established, and flex-
ibility and speed in adjusting the investigative measures as the circumstances around a

case change’.
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The JITs have demonstrated significant potential and allowed States to achieve results
that had previously not been possible with the use of other tools by forming a collaboration
that seeks to find common objectives and apply the most suitable investigative strategies,
not only for Member States but also for third countries. This demonstrated potential has
meant that in recent years the use of JITs has significantly increased. Yet the use this tool,
in particular, requires the acquisition of specific skills through the provision of dedicated
training activities.

When viewed in light of cooperation tools, case analysis provides us with some further

important inputs that warrant consideration within the Roadmap.

Case 37, which concerns Romanian-Italian cooperation, shows that a proactive role of
Eurojust as an investigative support Member States (as well as third countries) can be of
great use. In fact, it was Eurojust that activated the Italian authorities who, while investi-
gating a criminal group for less serious crimes, could also open an investigation for THB
could in Italy. “To facilitate the Italian decision to initiate an investigation into THB, the
Romanian judicial authorities prepared a comprehensive report including detailed infor-
mation on the links to Italy identified in the Romanian investigation. The report revealed
the existence of an OCG that had been active in THB for sexual exploitation, as well as
carrying out other offences, in both countries since 2008. It described in detail the criminal
conduct, roles of identified suspects and structure of the OCG, and included statements
from some of the victims, substantiating the THB offences. The report was translated from
Romanian into Italian by Eurojust and transmitted via the Eurojust national desks to the

Italian authorities. On the basis of the report, Eurojust issued the joint request.”

The proactive nature of the European agencies is highlighted in another case, which
highlights the criticality of the different national criminal procedures in the investigation of
THB. From Case 41, it emerges that “after the action days organised to arrest the suspects
and rescue the victims, the Spanish authorities withdrew from the JIT because of the dis-
closure requirements in the Spanish case, which would have jeopardised the Italian inves-
tigation. The JIT continued between the Romanian and Italian authorities until the Roma-
nian authorities sent the case to court. This marked the end of the JIT. The Romanian
authorities informed the Italian authorities that any future exchanges in this case should

be carried out within the framework of an EIO.

Still within the framework of the European instruments of cooperation, the Focus
Groups, in particular the Italian one, highlighted the importance of knowing how to modu-
late the European cooperation instruments available with respect to the nature of the case,

the countries involved and their different judicial systems and criminal procedures, as well
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as in relation to the type of cooperation requested. Eurojust, for example, points out the
greater relevance of JITs compared to EIO: “EIOs are mainly used in bilateral settings in
which one Member State carrying out a criminal investigation in its jurisdiction is in need
of assistance and the criminal activities identified and evidence required are very clear.
ElOs are unlikely to be as helpful to competent authorities in complex THB cases, be-
cause, unlike JITs, they are not designed to deal with difficult and demanding investiga-
tions that have links with other countries. In the case of EIOs, national authorities find
themselves in one of two different positions: the issuing authority or the executing author-
ity. These distinct positions may result in authorities having different investigative interests
and in difficulties in adapting quickly to investigative needs, as EIOs are strictly limited to
the investigative measures that are explicitly mentioned. In THB cases without a JIT, an
EIO ‘ping-pong’ was sometimes generated between the issuing authority and the execut-
ing authority, with several follow-up EIOs being issued, translated, communicated, recog-
nised and executed, which made it very difficult to keep pace with the traffickers and the
changing circumstances. Another challenge related to the choice between EIOs and JITs
occurred in Eurojust cases in which the exploitation of victims took place in multiple regions
of the same country of exploitation. In a number of countries in the EU and outside the EU,
there is no central investigative body with nationwide competence to deal with cases in-
volving victims exploited in different geographical areas of the same country. In some
cases analysed by Eurojust, it was difficult for the country of exploitation to identify a single
competent national authority (public prosecution office) to ensure proper coordination, first,
at the country level and, then, at the international level with the other countries involved.
In some cases, it was decided not to set up a JIT but to coordinate a case through EIOs
or MLA requests. This sometimes delayed the course of an investigation, the identification
of the perpetrators and victims, and the gathering of evidence (Eurojust, 2021, p.12-13).

Finally, the recurrence of cases where the instruments of European cooperation require
the integration of other instruments from third countries, has highlighted mechanisms of
investigative and legal duplication between Europol/Eurojust and Interpol/UNODC or the
judicial networks of the World Customs Organization, such as REDTRAM/AIAMPS,

IberRed®, combined with tools such as Red Notices?, which are well known to police

8 Red contra la Trata de Personas y Tréfico ilicito de Migrantes (REDTRAM), from the Ibero-American
Association of Public Ministries (AIAMP)

9 The Iberoamerican Network for International Legal Cooperation

10 Referring to INTERPOL'’s colour-coded system: Red Notices for wanted criminals, Yellow Notices
for missing persons, Black Notices to identify bodies and Purple Notices to alert on new modus
operandi
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forces internationally. This dimension would require a greater level of cooperation and
harmonisation in order to simplify the matter. Case 43, which complements Eurojust's ac-
tion with IberRed's focal points, can be considered a good practice for this type of cooper-
ation: “The Eurojust national member for Lithuania extended the case to Columbia and
immediately approached the Eurojust contact point at IberRed with an urgent request to
support the case. The contact point at IberRed responded promptly to Eurojust’s request,
transmitting to the competent Colombian authorities all of the documents prepared by the
Lithuanian Prosecutor General’s Office for extradition of the suspect. The suspect initially
evaded the police in Columbia but, after subsequent cooperation, he was detained and
arrested in the United Kingdom and then transferred to Lithuania.” (Eurojust, 2021, p.13).

5.5 The follow-the-money approach

The importance of financial investigation “to detect and dismantle criminal networks, to
undermine the profit motive of THB, and to seize assets that can support victim compen-
sation and assistance” has been underlined by OSCE (2019, p.37), which also reiterated
the need to create “awareness among practitioners and policy makers about the value of
financial investigations and the need to incorporate them into anti-THB response systems”
(ibid., p.15), with the aim not only of identifying traffickers, but also, and above all, the

channels through which the proceeds of crime are poured and subsequently invested.

In support of the work of the OSCE in the area, Eurojust (2021) has also emphasised
this in their 18 recommendations for investigating THB, in which No. 11 states: “Financial
investigations should be initiated immediately in view of confiscation” (p.3). This is critical
given that THB is aimed at financial gain and associated with money movements (ILO,
2005), and thus the fight against the financial structure of involved organizations and crim-

inal groups is fundamental (ILO, 2014).

However, as all reviewed studies have acknowledged, the business model approach to
human trafficking, in all its various ramifications, still lacks some fundamental elements.
For example, there is no methodology, based on reliable information, that allows analysts
to quantify the volume of trade with an acceptable margin of approximation Europol (2015,
p.5) openly acknowledges this: “Based on the information available to Europol, it is chal-
lenging to estimate the overall profits derived from THB activities in the EU. Some Member
State (MS) contributions do provide assessments of profit, but in most cases the data is
incomplete and lacks a consistent methodology for calculation. This makes any estimate
of THB profits extremely unreliable. However, open sources provide some assessments
of the possible scale of the profit derived from THB globally. In 2005, the ILO estimated
that the yearly profits of THB in the world exceed EUR 29.4 billion. No evaluation of profits
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derived from THB activities in the EU specifically is available. Yet open sources reported
on parts of the phenomenon, estimating the profits of sexual exploitation in the EU and
developed economies to reach EUR 23.5 billion”. Addressing this is certainly a technical
work, of a scientific and academic nature, which will have to be carried out in order to be
able to prioritise judicial and investigative policies. In terms of investigations, however, it is

clear that the financial component of the THB plays a central role.

Financial investigations must be launched promptly, focusing primarily on the confisca-
tion of property and the proceeds of crime and acquiring information on money flows to
identify potential victims, including where they are located, as well as traffickers them-
selves. For this purpose, a lot of information can be obtained from the investigations of
bank accounts and financial movements. However, there are some obstacles that make it
difficult to open and conduct investigations effectively from a financial point of view, as can
be seen from the German FG report: “the business model underlying Trafficking in Human
Beings is addressed, among other issues, by the EU legislative acts, the available mech-
anisms are currently not covering all relevant aspects to apply the follow-the-money ap-

proach”.

The first of these obstacles is precisely the new European regulation in this area. In
fact, the Italian Focus Group highlighted how the new Regulation (EU) 2018/1805 on the
mutual recognition of freezing orders and confiscation orders has provided, in Article 24
(Notification of the competent authorities) a process of centralisation, which is ill-suited to

the timing and dynamics of seizures and confiscations.

As a second point, the difficulty of acquiring, correlating, and analysing large volumes
of data, structured and unstructured and present on different national and international
databases, given the fragmentation of the competences of specialised police forces, can-
not be overlooked. These criticalities are the result of a “variety of factors such as lack of
appropriate investigator training, financial institutions not having the appropriate tools to
promptly identify and report suspicious transactions out of the millions of transactions fa-
cilitated”. It was added that the “dissemination of good practices is low. Communication of
findings within many documents is still not structured in a way that allows for the most
effective impact. Furthermore, in the absence of clear communication across multiple ju-
risdictions and groups, the fight against THB still largely rests on the shoulder of law en-
forcement agencies as opposed to civil society or private enterprises such as financial
institutions, highlighting once again the need for partnerships where possible” (OSCE,
2019, p.14).
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Added to this is the difficulty of integrating traditional investigations, based on national
territorial jurisdictions, combined with complex phenomena within the cyber space that is
not governed by the same geographical or jurisdictional borders, i.e. the internet, including
the dark web and social media, into the business models for the recruitment of victims,
their exploitation and the laundering of the proceeds of crime. As emerged from the Span-
ish Focus Group, it is in the dark web that 75% of the trade for sexual exploitation takes
place, precisely because it is a virtual space that allows you to act often with impunity

through the simplest of methods and in total anonymity.

While the case studies evidence the central role of cash in laundering and moving the
profits from THB, such as through large cash withdrawals and the passing of proceeds
through cash intensive industries into and out of the regular economy (cases 12 and 13),
alternative forms of money movement are becoming increasingly popular. The recurrence
of email money transfers associated with the use of bitcoins for money laundering (Cases
1 and 24), cryptocurrencies (Case 3) or hawala (Cases 5, 9, 25) or the smurfing techniques
that emerge in almost all cases, represent tangible examples of the evolution of the busi-
ness model of traffickers through the tools of virtual currencies and informal banking sys-
tems. To effectively repond to this, improvements in judicial and police investigation are
necessary, as well as the extension of the object of THB analyses to the financial and

broader economic aspects.

Finally, another point that emerged in the analysis for this Roadmap, is that the use of
cutting-edge technologies plays a crucial role, as analysed in the following paragraph, in
investigations in which a great deal of evidence can be found online or through digital tools.
Internet service providers and related companies become central in supporting counter-
trafficking efforts through identification and removal of online material associated with ex-
ploitation and abuse of trafficked victims (see, for example, the Backpage case described
in chapter 3). Cooperation with the private sector is therefore encouraged in order to har-
ness innovation and expertise for the development of technology-based solutions to sup-

port the prevention and combatting of THB.

5.6 Technological Tools

OSCE's finding that among the limitations to successful investigations the technological
one is the most difficult to overcome, is indicative of what was found in the Italian Focus
Group, which reported that “inadequate technological tools hinder the analysis of large

amounts of data and cross-reference information needed to monitor financial flows”.
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In fact, the technological tools currently available play a crucial role in monitoring the
behaviors, flows and contacts involved in THB and strengthens the ‘intelligence-led police
approach’ with its forms of multi-agency and multidisciplinary collaboration to share the
information gathered by the different actors. Operating without the help of technological
tools risks leaving investigators without access to sufficient data and sources of information
related to the investigated persons or events. This is because much work is conducted
through interceptions, analysis of the tabulates (e.g. call details records (CDR)) or bank
data, and open (OSINT) or closed source intelligence, all of which produce large quantities

of data, which must be properly categorised, indexed, analysed on the territory.

The fulcrum is to extract as many objective elements as can emerge from an enormous
amount of information. However, without adequate technological aid, handling such large
amounts of information is a complex, where not impossible, operation. Without the con-
stant support of an efficient information system, it would be impossible to simultaneously
analyse all the information generated and acquired during an investigative activity. The
right technological tools in this context can act as an aggregator of data of interest to the
investigative activity, allow for the optimisation of human resources, and reduces the time

devoted to the analysis activities.

Such tools are particularly necessary in light of the recent developments in business
models, which rely increasingly on the internet (see chapter 3). The impact of the internet
and other technologies in this regard is shown as paramount in Europol’s 2015 finding that
“there are no new methods of money laundering specific to THB groups, but the exploita-

tion of innovative technologies is increasing” (Europol, 2015, p.3).

As pointed out by OSCE (2019, p.48), “the internet has become a powerful tool for
investigators in both the public and private sectors”, a claim that is confirmed by the cases
attached in Annex I. Advertisements online demonstrate a popular tactic that appears in
many cases, both to recruit victims and to commit crimes in all types of THB. The site
myredbook.com, described in case 17, illustrates a very common modus operandi in the
field of sexual exploitation: “Omuro was the operator of the website myredbook.com. Ac-
cording to information available on that website as of the date of its seizure by the FBI,
myredbook.com purported to provide “Escort, Massage, and Strip Club Reviews”. Instead,
however, the website hosted advertisers for sex workers, complete with explicit photos,
lewd physical descriptions, catalogues of sexual services, hourly and nightly rates, and
customer reviews of the sex workers’ services. Although the website could be accessed

for free, myredbook.com charged fees for premier placement of prostitution advertisers
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and for “VIP Membership,” which purportedly allowed customers access to “private fo-

rums” and to search reviews of the prostitution services.

The secondary literature reviewed for this report highlights that during the Covid-19
pandemic, traffickers increasingly moved online for every phase of trafficking. They use
the digital space in the recruitment and exploitation of victims, organisation of their
transport and accommodation, advertising victims online and reaching out to potential cli-
ents, controlling victims, communicating between perpetrators and hiding the criminal pro-
ceeds. Technology has broadened criminals’ ability to traffic human beings for different
types of exploitation, particularly for sexual, but also for labour, the removal of organs,
illegal adoption of children, and forced marriages. Children are at particular risk of falling
victim to traffickers online. The challenges created by the digital age for law enforcement
and judicial bodies in the fight against trafficking in human beings should be addressed in
line with the horizontal priority of the EU Strategy to Tackle Organised Crime 2021-2025,
related to the modern law enforcement response to technological developments.

In order to conduct investigations that keep pace with the increasingly incisive use of
the internet, it is necessary to deploy tools designed to support investigators in OSINT
operations, which involve the collection and analysis of information gathered from public
(open) sources. Training on the use of targeted OSINT tools should also reduce the risk
of investigators exposing their identity online, or the respective institutions they work for,

in the course of conducting investigations (OSCE, 2019, p.48).

Furthermore, the issue of investigations on the dark web, as previously mentioned, pre-
sents a technological challenge because the anonymisation of what occurs in that space
is absolute. As highlighted in the Spanish Focus Group, the main difficulty in this space is
identification, knowing which people are behind a post or internet activity -- there is no
data, no economic movements, hidden change of currencies, from bitcoin to other crypto-
currencies and to different existing markets. Not knowing how to move from the cyber
world to the real world, these types of difficulties make the technology for investigating the
dark web very complicated. In response to this, police forces internationally are trying to

make progress in the analysis of behavior on the web to try to identify people.

In line with the comprehensive approach this Roadmap strives to promote, it would be
important for the investigative tools to be combined with a predictive capacity that indi-
cates, for example, whether the case in question involves solely the exploitation of prosti-
tution/other less serious crimes or whether further crimes of an associative nature could
emerge through the digitalisation of the trafficking indicator system. This predictive capac-

ity could also be exploited with reference to the protection of victims and the treatment of
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offenders, through the addition of profiling functions. This could contribute to define tar-
geted and customised rehabilitation strategies and provide predictive elements of addi-

tional analysis, which exceed simple and unreliable checklists.

Finally, further advances in transaction analysis tools would mark a meaningful step
forward in identifying the proceeds of human trafficking and modern slavery in all areas of

financial sector activity: banking, insurance, investments, trading and others.

5.7 Victim Assistance and Protection

When dealing with cases of (suspected) THB, it is essential that victims are made the
primary consideration (OSCE, 2021). As mentioned above, there are two main reasons for
this: first and foremost, by nature of the crime, we can assume that all victims of THB have
experienced one or multiple forms of trauma that leave them in greater need of phyco-
social, as well as physical support, thus their well-being, and not a successful prosecution,
must be prioritised and handled sensitively. Secondly, collaboration of law enforcement
and prosecutors with victims can be pivotal in identifying perpetrators, thereby preventing
the re-victimisation of the victim and the recruitment or continued exploitation of other vic-

tims.

Yet there are multiple reasons why victims are often reluctant to cooperate with the
criminal justice system (OSCE, 2021, Lavoie et al., 2019; Luz, 2020), including fear of their
abuser and how they will respond if they discover the victim has reported them to the
authorities, mental health problems, reliance on their offender if they do not have the
means (financial or otherwise) to survive without them (or have been convinced that this
is the case), illegal migration status (fear of deportation or prosecution if they engage with
public authorities), drug addictions, and criminal records (fear of prosecution). In the case
of children, encouraging them to come forward as victims and them finding opportunities

to come forward can pose additional and greater challenges (Lavoie et al., 2019).

Steps have been taken at international level to encourage and empower victims to come

forward, such as the non-punishment principle, according to which:

“Trafficked persons should not be subject to arrest, charge, detention, prose-
cution, or be penalized or otherwise punished for illegal conduct that they commit-

ted as a direct consequence of being trafficked.” (ICAT, 2020, p.1).

“lllegal conduct” on behalf of the victim in THB cases often include illegal forms of com-
mercial sex, drug production or trafficking, petty crime, possession or use of fraudulent
documents, benefit fraud, or entering or residing in a foreign country illegally (p.1). The

concept has been elaborated several times since its initial formulation in 2002, when the
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UNHCR published the Recommended Principles and Guidelines on Human Rights and
Human Trafficking but despite this, several hurdles to its effective implementation at na-

tional level prevail. As ICAT notes:

“States have not specifically implemented the principle. Even where the princi-
ple has been specifically implemented, there may be operational impediments that
undermine its effectiveness. For instance, trafficked persons may be arrested,
charged, detained, prosecuted or punished for various reasons: insufficient
awareness of the realities faced by victims of trafficking; failure to inquire about
the circumstances surrounding the commission of a crime; ineffective training or
capacity-building for those implementing the non-punishment principle; or inade-
guate victim identification.” (ICAT, 2020, p.2).

Hence, for a holistic strategy to countering THB and protecting victims, significant work
needs to be done to ensure the effective and homogenous application of the non-punish-
ment principle and to build trustful relationships, including through greater sensitivity
among law enforcement and judicial practitioners, and, as reiterated by the Italian FG in

particular, specialised training.

In relation to training, one key need that emerged in the FGs was to consider victims’
perspective and needs, training should take place in a multi-stakeholder environment, in-
cluding, among others, law enforcement, judicial authorities, civil society, social workers,
child protection practitioners, education, and health care providers. The experts empha-
sised that specific attention should be dedicated to capacity building of police, labour in-
spectors, border guards, prosecutors and judges on how to work with victims during crim-
inal proceedings and on detecting signs of being a victim of trafficking, as well as on refer-
ring victims to support services, in line with the relevant procedures. Echoing Lavoie et al.
(2019), the Italian FG stressed the particular challenges in working with children, explain-
ing that cases involving child VoTs require trained officials who are aware of the particular
vulnerabilities of child victims and who are well trained on children’s rights and protection

needs during criminal proceedings.

5.7.1 The “Victimless” Approach

While victims can be critical for successful proceedings, this can be burdensome and trau-
matic for them, causing them to re-live their experiences and face multiple confrontations
with their exploiters. In order to work towards relieveing this pressure, actors in the counter-
trafficking field first sought a “victim-centred” approach, whereby the needs of the victim

were prioritsed, as prescribed by the non-punishment principle, for example. However,
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more recently calls are being made, instead, for a “victimless” approach to THB prosecu-
tions (OSCE, 2020). This refers to the adoption of alternative means of evidence gathering
in order to eliminate or reduce the need for victim statements, intensive questioning, and
intrusive examinations. In addition to minimising the burden on victims, “Such approaches
also foster stronger cases that are less dependent on victim co-operation and less sus-
ceptible to deterioration due to inconsistent statements, victim intimidation or fading
memory.” (p.23).

OSCE (2020) makes several recommendations as to how the burden on victims can
be reduced when investigating and prosecuting THB, which are well-aligned to the other
priorities and proposed actions of this Roadmap. These include the following recommen-
dations:

a) Specialised units should be established so that cases can be referred to prosecutors

who have extensive experience [and training] in similar complex cases;

b) Prosecutors should be involved early on in the investigation so that police (in the
country of prosecution and in other involved countries), are aware of the type of evi-
dence needed to build the case. This should reduce the likelihood that LEAs and

prosecutors will lean heavily on victims at later stages;

c) Exploit the opportunities of technology, such as Al to assess mass quantities of dig-
ital data or “data wash” tools to identify victims or websites, linking these to email

addresses, phone numbers and credit cards; and

d) Increase and strengthen the use of financial investigation, shifting the focus of the

investigation from the victim to the motive.

Recommendations a, ¢, and d, in particular are at the core of the UNCHAINED project and
its holistic approaches. The FGs and case studies highlight that, in addition to these, train-
ing offered should be multi-disciplinary to allow the sharing of expertise and best practices,
especially between civil society, law enforcement, and legal practitioners. Meanwhile,
training on financial investigation should seek cooperation among public and private ac-

tors, such as labour inspectorates, technology providers, and financial institutions.

5.7.2 Vulnerability Factors

Understanding the factors that make a person or a group more vulnerable to becoming a
victim of THB is a critical step in preventive activities and in understanding the impact of
THB on victims, including why they may be reluctant to report it. The academic sphere is

largely in concord over the factors that heighten an individual’s vulnerability to being
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trafficked, which can be divided into those concerning living conditions in a potential vic-
tim’s society and those concerning the personal circumstances of that individual (Rijken,
2009, p.221). For Rijken, living conditions that heighten vulnerability most notably include
a weak or unstable economy, discrimination in the labour market, an unequal distribution
of wealth and opportunities, and geographical and political circumstances. In addition to
these, the UNODC Vulnerability, Impact and Action report includes the poor provision of
public services and limited access to education (UNODC, 2008, p.72,74). Rijken lists the
individual vulnerabilities as “an unstable family situation, an adventurous attitude, the urge
to earn a lot of money, or simply the need to survive” (Rijken, 2009, 221), while other cited
reasons include a history of domestic or sexual violence (Care, n/d), having low levels of
education (Clark, 2008), physical or mental disabilities (GloTIP Report 2016), forced dis-
placement (UNODC, n/d), being a minor, or being a member of a marginalised group (Cor-
rin, 2004). It is of note that these largely parallel suggested reasons as to why victims may

be unwilling or afraid to interact with the criminal justice system.

Engaging and learning from survivors, actively integrating them into the processes of
regulation, research, law enforcement and organisational change, can, as mentioned
above, benefit both counter-trafficking activities, while also assisting victim’s own recovery.
In view of adopting such a holistic approach in this Roadmap, the actors engaged in the
UNCHAINED FGs, as well as the literature reviewed has explicitly sought to include the
perspectives of social cooperatives and victim support agencies. These perspectives will
help to shape sensitive police training developed and implemented at later project stages,

as well as the parallel civil society organisation training moduldes.

The Italian focus group additionally mentioned the critically of trust among these agen-
cies and between them and victims. In the case of the latter, trust is essential in encour-
aging victims to seek help and not to return to their abusers. In order to solidify this rela-
tionship of trust, the FG advocated the intervention of specialised professionals (linguistic
and cultural mediators, psychologists), explaining that often, the involvement of compatri-
ots (which linguistic or cultural mediators cannot always substitute) helps to build stronger

levels of trust between the victim and the authorities.

In this sense, reception centres, cooperatives and NGOs offer crucial support services
that should be disseminated more widely in the territory and made known to other actors
involved in the management of victims. This was emphasised by the experts in the Italian
FG, who further explained that the Joint Investigation Teams provide specialised agents
and experts able to confront victims, who often require assistance from people who speak

their own language.
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Other instruments that were suggested within the FGs in order to strengthen the level
of trust between victims and authorities and to strengthen the support offered to VoTs,
included: the use of informal settings when working with victims and, in particular minors;
an enhanced use of psychosocial accompaniment (with special reference to child victims);
developing cooperation strategies with other States in order to identify additional victims
(again, with an emphasis on child victims and missing children); and the provision of suffi-
cient alternatives for survivors to prevent their return to their abusers, including adequate

legal support and social welfare services.
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Conclusion

This Roadmap set out to map the network of actors involved in THB and in countering the
phenomenon. Through the analysis of 43 case studies, existing secondary literature (in-
cluding previously identified financial indicators for trafficking), and the results of three
specialised focus groups, the deliverable was able to elicit key trends in THB from a busi-
ness model perspective and identify challenges in law enforcement responses to these.
Seven critical issue areas emerged from the analyses which the authors have identified
as priority areas in order to implement an effective business-model approach to countering
THB. For each of the critical issues presented in chapter 5 of this deliverable, suggested
steps were outlined in order to confront them, targeting an efficient and victim-sensitive
investigations. In operational terms, the Roadmap should help to inform relevant practi-
tioners and policy makers by offering a multi-disciplinary perspective on challenges and
solutions and, perhaps most notably, on how to integrate a holistically designed financial-
investigative strategy to counter trafficking in human beings. Secondly, this Roadmap will
form the basis of the UNCHAINED training, ensuring that it reflects the latest trends in
THB, the movement of its proceeds, and the financial indicators that may offer a critical

gateway into investigations.

To this end, the key Roadmap can be summarised in four key messages that will be
addressed in the UNCHAINED training and that should continue to be addressed by policy
makers and practitioners internationally.

Firstly, itis clear that more training is needed in order to support financial investigations
into THB. This refers to 1) the training of specialised financial investigation units that can
progress from financial indicators, including those relating to less serious crimes, to inves-
tigations into trafficking in human beings and associated serious crimes; 2) the training of
law enforcement and judicial practitioners on working with victims of trafficking, including
identifying VoTs among victims of less serious crimes and among defendants of other
crimes (such as illegal forms of commercial sex or benefit fraud) and minimising the impact
that investigations can have on them; and 3) the training of multi-agency practitioners from
the public and private sector, such as CSOs, financial institutions, labour inspectorates,
and public welfare agencies, in order to foster better cooperation and exchange expertise
and best practises.

The second message that this Roadmap hopes to portray is that a multi-agency ap-
proach in countering THB is not just advantageous but essential. While a follow-the-money

or business model perspective places emphasis on criminal justice and financial
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investigation, professionals from these fields alone will not be effective in investigating or
preventing THB. Finance-led investigations must be embedded into a more holistic context
that allows for stronger protection of, and more trusting relationships with, victims and a
better understanding of the challenges that victims face and the key modi operandi used
along the trafficking chain. Involving a greater number of actors within a broader range of
sectors increases the opportunities or “gateways” for financial investigations to be insti-
gated. At the same time, intelligence from financial investigations can guide the identifica-
tion and, when coupled with the work of CSOs, NGOs, and social welfare agencies, the
protection of victims. Joint training should be considered as a tool to align understandings

of different agencies and help implement collaborative counter-THB strategies.

Thirdly, financial investigative approaches to countering THB should seek international
cooperation at the earliest possible stage in order to assess the involvement of transna-
tional OCGs, understand the scale of the THB case / identify cases of THB based on less
serious crimes, and offer the victim support from native representatives. Cross-border in-
vestigations should capitalise on the instruments available to support them, such as Euro-
just assistance, the European Investigation Order, Mutual Legal Assistance, European Ar-
rest Warrants, and, perhaps most critically, Joint Investigation Teams. UNCHAINED pro-
poses harmonised training across Member States and clear EU definitions and crime cat-
egorisations in order to better align investigative strategies and understandings of the phe-
nomenon. In turn, this should help to make investigations more efficient and offer swifter

protection for victims.

Finally, counter-THB strategies, and in the context of the UNCHAINED project, finan-
cial investigations in particular, must capitalise on the state-of-the-art technologies availa-
ble. Of note, the information analysed for this Roadmap emphasised the increasing role of
the internet in facilitating each stage of the trafficking process. As such, the use of open
source intelligence in order to extract and analyse the mass amounts of data available
should be well integrated into counter-THB preventive and investigative strategies. Like
financial flows, OSINT can accompany investigators along the trafficking chain, identifying,
for example, recruitment posts on social media or job sites, online advertisements for traf-
ficked services, and suspicious explicit content (especially in the identification of minors).
Similarly, in response to the growing use of online money transfers and cryptocurrencies,
law enforcement should look towards untumbling mechanisms and “data wash” tools to
identify victims or websites, linking these to email addresses, phone numbers and credit

cards.
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The four messages summarised here should be interpreted as complementary founda-
tions for a holistic follow-the-money approach to countering THB. In the design of counter-
THB strategies, experts should consider, for example, how technology can complement
and enhance multi-agency and cross-border cooperation through the harmonised use of
specialist tools and more efficient, secure data sharing. By the same token, where tech-
nologies are introduced into preventive and investigative strategies, training must be pro-
vided to ensure that their potential is fully exploited and that they are applied in compliance
with national and EU data protection and privacy regulations (including Regulation (EU)
2016/679; Directive (EU) 2016/680). In this way, relevant practitioners can progress to-
wards a holistically embedded follow-the-money approach that is both effective and sen-

sitive towards the individual needs of victims.
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Annex 1: Roadmap

Building on the results of this report, the roadmap presented below should serve as a
reference point for initiating THB investigations and progressions to these from reports
of other financial or less serious crimes, guiding practitioners on which actors to in-

volve and which legal and technical tools to employ.

The purpose of the roadmap is to design and align training contents for the project
UNCHAINED and then to support the establishment of enhanced practices. Hence,
four messages are to be focused on.

The four messages summarised in the analysis (chapter 5 above) should be inter-
preted as complementary foundations for a holistic follow-the-money approach to
countering THB. Therefore, these messages shape the measures to be taken.

In the design of counter-THB strategies, experts should consider, for example, how
technology can complement and enhance multi-agency and cross-border cooperation

through the harmonised use of specialist tools and more efficient, secure data sharing.

By the same token, where technologies are introduced into preventive and investiga-
tive strategies, training must be provided to ensure that their potential is fully exploited
and that they are applied in compliance with domestic and EU data protection and
privacy regulations (including Regulation (EU) 2016/679; Directive (EU) 2016/680).

In this way, relevant practitioners can progress towards a holistically embedded follow-
the-money approach that is both effective and sensitive towards the individual needs

of victims.

Both training and dissemination activities are to be implemented during project UN-
CHAINED life-cycle:
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Measure 1. Training is needed to support financial investigations into THB; this refers to:

Training of specialised financial investigation units that can progress from financial indica-
tors, including those relating to less serious crimes, to investigations into trafficking in human
beings and associated serious crimes.

Training of law enforcement and judicial practitioners on working with victims of trafficking,
including identifying VoTs among victims of less serious crimes and among defendants of other
crimes (such as illegal forms of commercial sex or benefit fraud) and minimising the impact
that investigations can have on them; and

Training of multi-agency practitioners from the public and private sector, such as CSOs,
financial institutions, labour inspectorates, and public welfare agencies, in order to foster better
cooperation and exchange expertise and best practices.

Measure 2: Foster the understanding that multi-, cross- and inter-agency approaches in coun-

tering THB is not just advantageous but essential; this is to be communicated con-
sidering:
While a follow-the-money or business model perspective places emphasis on criminal justice
and financial investigation, professionals from these fields alone will not be effective in
investigating or preventing THB.

Finance-led investigations must be embedded into a more holistic context that allows for
stronger protection of, and more trusting relationships with, victims and a better under-
standing of the challenges that victims face and the key modi operandi used along the
trafficking chain.

Involving a greater number of actors within a broader range of sectors increases the op-
portunities or “gateways” for financial investigations to be instigated.

At the same time, intelligence from financial investigations can guide the identification
and, when coupled with the work of CSOs, NGOs, and social welfare agencies, the protection
of victims.

Joint training should be considered as a tool to align understandings of different agencies
and help implement collaborative counter-THB strategies.

Measure 3: Financial investigative approaches to countering THB should seek international co-

operation

At the earliest possible stage in order to assess the involvement of transnational OCGs,
understand the scale of the THB case / identify cases of THB based on less serious crimes,
and offer the victim support from native representatives.

Cross-border investigations should capitalise on instruments available to support them,
such as Eurojust assistance, the European Investigation Order, Mutual Legal Assistance, Eu-
ropean Arrest Warrants, and, perhaps most critically, Joint Investigation Teams.

UNCHAINED proposes harmonised training across Member States and clear EU defini-
tions and crime categorisations in order to better align investigative strategies and understand-
ings of the phenomenon. In turn, this should help to make investigations more efficient and
offer swifter protection for victims

Measure 4: Counter-THB strategies, and in the context of the UNCHAINED project, financial in-

vestigations in particular, must capitalise on the state-of-the-art technologies avail-
able.

Information analysed for this Roadmap emphasised the increasing role of the Internet in
facilitating each stage of the trafficking process.

As such, the use of open source intelligence (OSINT) in order to extract and analyse the
mass amounts of data available should be well integrated into counter-THB preventive and
investigative strategies.

Like financial flows, OSINT can accompany investigators along the trafficking chain, identi-
fying, for example, recruitment posts on social media or job sites, online advertisements for
trafficked services, and suspicious explicit content (especially in the identification of minors).
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« Similarly, in response to the growing use of online money transfers and cryptocurrencies, law
enforcement should look towards untumbling mechanisms and “data wash” tools to iden-
tify victims or websites, linking these to email addresses, phone numbers and credit cards.
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Annex 2: Case Studies

Case Study 1. TSE

A financial institution submitted multiple Suspicious Transaction Reports identifying a group of financially
connected individuals suspected of engaging in and/or deriving profit from trafficking for sexual exploi-
tation (TSE). The suspicious transaction reports identified the ACCOUNT of Victim A, who was using
excessive taxi and rider sharing services after midnight in various cities across the country where they
appeared to be staying only for a few days or weeks at a time. Victim A appeared to not be paying for
any accommodations in these various cities, but did incur room service and eatery bills at various mo-
tels/hotels. Victim A was also frequenting pharmacies and fast food eateries daily or multiple times a
day in a manner inconsistent with normal ACCOUNT activity. Lastly, Victim A’s telephone number was
connected to multiple advertisers and Backpage postings for escort services. Further review of AC-
COUNT activity of Victim A indicates that she was receiving email money transfers (a service in Canada
which allows any holder of a bank ACCOUNT to automatically deposit funds into another bank AC-
COUNT via email) from email addresses with all male names and that she was repeatedly sending
funds to Subject A. Subject A’'s ACCOUNT were mainly funded by third party CASH deposits and fre-
guent email money transfers from various individuals that are deemed to be excessive and do not ap-
pear to be in line with the subject’'s employment income and level of wealth. Subject A appears to use
multiple contact email addresses and names. Funds were often depleted rapidly via CASH withdrawals,
credit card payments, transfers to other individuals and outgoing email money transfers without apparent
economic purpose. Further review of Subject A’s ACCOUNT revealed that individuals transacting with
the subject reside in various geographic locations across Canada. Subject A also received an out-of-
province incoming email money transfer from Subject B. Source of funds for this specific transfer was
from an email money transfer immediately remitted by another individual and Subject B appears to have
used his ACCOUNT to facilitate the pass-through activity. The financial institution also found that Sub-
ject B's ACCOUNT activities demonstrate frequent ACCOUNT transfers between the client’'s bank AC-
COUNT and credit card, frequent purchases at online gaming sites, Bitcoin exchanges, payment pro-
cessors, sports collectable stores, and email money transfers with various individuals with unknown
source and purpose. Subjects A and B are currently under police investigation for their HTSE of Victim
A. This investigation was started based on the suspicious transaction reporting from the Canadian fi-
nancial institution.

Case Study 2. TSE

A local law enforcement agency provided a bank with information about an alleged organised crime
network comprising at least six individuals involved in trafficking women from Eastern Europe for the
purposes of sexual exploitation in both the UK and the rest of Europe. The group had been observed
spending significant funds on adult websites named by UK local law enforcement as used to advertisers
trafficked women. In the initial review, the Bank identified that one of the individuals had previously been
a customer who had their relationship exited for financial crime concerns and another was an existing
retail customer who held an active ACCOUNT. The previous customer had an internal alert raised by
branch staff due to staff withessing in-branch, coercive behaviours. They noted that a customer was
regularly visiting to pay in CASH, using the branch automated machines and avoiding the counter, even
when there were no queues. The customer was accompanied by the same male on a number of visits
during the same week. That male appeared to be exerting control over them and was checking deposits
and statements; seemingly controlling her actions. The existing customer was also reviewed and it was
apparent that this ACCOUNT was being used to pay for a variety of low cost/high volume transportation
and logistics-related bookings across Europe. Direct reviews of transactions also highlighted additional
indicators, including: a common telephone number to two other customers; regular low level expenditure
at local chemist/pharmacy and supermarket; and no evidence of full-time employment despite significant
turnover in the ACCOUNT. The Bank filed two further suspicious activity reports that linked six custom-
ers and their transactional activity to unusual behaviour exhibiting indicators of laundering the proceeds
of human trafficking for the purpose of sexual exploitation. This extended the law enforcement intelli-
gence picture for their ongoing investigation and also identified previously unknown subjects. Local law
enforcement developed the case and arrested members of the organised crime network who were sub-
sequently convicted of human trafficking, modern slavery and prostitution offences.

Case Study 3. TSE

On April 9, 2018 the US Department of Justice seized Backpage.com, the internet’s leading forum for
prostitution ads and a place where sex traffickers frequently advertise services of children and adults.
Backpage earned hundreds of millions of dollars from facilitating prostitution and sex trafficking and
served as a platform for human traffickers. In addition, seven Backpage executives were indicted for
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their role in a conspiracy to facilitate prostitution and were charged with 40 counts of money laundering
in various forms. On April 12, 2018, the Justice Department announced that Backpage’s cofounder and
CEO, Carl Ferrer, 57, of Frisco, Texas, pleaded guilty to conspiracy to facilitate prostitution using a
facility in interstate or foreign commerce and to engage in money laundering. Additionally, several Back-
page-related corporate entities, including Backpage.com LLC, have entered guilty pleas to conspiracy
to engage in money laundering. In his plea agreement, Ferrer admitted that he conspired with other
Backpage principals to engage in various money laundering offenses. Specifically, Ferrer admitted that
since 2004, Backpage has earned hundreds of millions of dollars in revenue from publishing “escort”
and “adult” ads. Over time, many banks, credit card companies, and other financial institutions refused
to do business with Backpage due to the illegal nature of its business. In response, Ferrer admitted that
he worked with his coconspirators to find ways to fool credit card companies into believing that Back-
page-associated charges were being incurred on different websites, to route Backpage-related pay-
ments and proceeds through bank ACCOUNT held in the name of seemingly unconnected entities, and
to use cryptocurrency processing companies for similar purposes. Backpage advertisers used the pro-
ceeds of crime (money earned from pimping/prostitution) to purchase ads on Backpage; additionally,
the fees which Backpage collected for posting prostitutions ads also constituted the proceeds of unlawful
activity. The investigation revealed that laundering of criminal proceeds was conducted through numer-
ous US-based financial institutions and banks in ten foreign countries. The indictment unsealed by the
US District Court for the District of Arizona further alleged that Backpage pursued an array of sophisti-
cated money laundering strategies, including the following: a) Instructing advertisers to send checks
and money orders to anonymous post office boxes, depositing those payments in bank ACCOUNT held
in the name of entities with no apparent connection to Backpage, and then giving the advertisers a
corresponding “credit” on Backpage to purchase new advertisers; b) Wiring the proceeds of Backpage’s
business to bank ACCOUNT in foreign countries and then redistributing the funds to Backpage execu-
tives (as compensation) or redepositing the funds in bank ACCOUNT held in the United States (to con-
ceal the nature of those funds and promote Backpage’s ongoing operations); and c) Converting adver-
tisers’ payments, and the proceeds of Backpage’s business, into and out of cryptocurrency.

Case Study 4. TSE

Between 2007 and 2010, several Thai women were sexually exploited in Thai massage parlours in
Belgium. These women were lured to Belgium under false pretences of a better life in Europe. Upon
arrival, they were forced to work in massage parlours where they had to perform sexual services for
payment. Victims were debt-bonded to their traffickers for EUR 10 000 - 15 000 and forced to hand over
their earnings to repay this debt and to pay for accommodation. Victims were also forced to hand over
their passports until they had paid off the whole debt. In some instances, victims’ families in Thailand
were threatened to ensure co-operation. Ten defendants were convicted of human smuggling, human
trafficking for the purpose of sexual exploitation, criminal organisation, and facilitation of illegal immigra-
tion. A human trafficking for the purpose of sexual exploitation case was opened on the basis of checks
and searches in massage parlours by the inspection services. In a Mechelen-based massage parlour,
they discovered complete ACCOUNT showing amounts and names. The police noted that the same
company managed different massage parlours. Through the analysis of the phone contacts, the main
defendant (Defendant 1) and his travel agency were identified. The police also checked advertisers in
newspapers and various websites for further information on massage parlours engaging in human traf-
ficking for the purposes of sexual exploitation. These massage parlours were put under surveillance.
The financial investigation revealed three types of transactions: « money transfers to different recipients
in Thailand through the defendants; « CASH payments; and « the purchase of a house in Thailand.
Various suspicious transfers of funds totalling EUR 48 838 were made through a company to different
people in Thailand. Funds totalling approximately EUR 50 000 were also regularly sent through an MS.
Defendant 1’s wife wired funds totalling EUR 20 598 to beneficiaries in Thailand. The economic justifi-
cations for the transfer of funds were not known however, investigators suspected funds were proceeds
from human trafficking and/or exploitation of prostitution. The case was prosecuted and the court con-
cluded that the defendants’ CASH payments and large value transfer of funds to Thailand compared to
their income was inconsistent with the commercial turnover usual for a business of that size or type.

Case Study 5. TSE

A recent major ongoing investigation uncovered tens of millions of dollars in illicit proceeds derived from
sex trafficking which were laundered and smuggled by a criminal organisation. Twenty-one members of
an international sex trafficking ring were identified as having various roles in the organisation including
traffickers, house bosses, money launderers, and facilitators. This sophisticated criminal organisation,
which operated for approximately eight years, facilitated the transportation of women from Southeast
Asia to cities across the United States and forced them into prostitution. During the coordinated
takedown, law enforcement seized hundreds of thousands of dollars in CASH, cell phones, and multiple
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weapons. This criminal organisation engaged in widespread visa fraud to facilitate the international
travel by the victims. Human traffickers assisted the victims in obtaining fraudulent visas and travel
documents by funding nominee bank ACCOUNT, creating fictitious backgrounds and occupations, and
instructing the victims to enter into fraudulent marriages to increase the likelihood that their visa appli-
cations would be approved. Members of the criminal organisation held more than one role, over time or
simultaneously, in order to maximise profits. Some individuals held the bondage debt of a victim until it
was fully repaid or, in some instances, a victim’s bondage debt was sold from one human trafficker to
another. The “house bosses” owned the commercial sex houses and ran the day-to-day operations. The
money launderers supported the continued operation of the criminal enterprise by making bank AC-
COUNT available, coordinating deposits and withdrawals of CASH, and moving money to and from
Southeast Asia. The organisation’s facilitators assisted with the logistics of renting the commercial sex
houses, facilitating the transport of victims, assisting with money laundering, and entering into fraudulent
marriages with members of the criminal organisation so those criminals could gain immigration status
in the United States. The criminal organisation dealt primarily in CASH and engaged in rampant and
sophisticated money laundering in order to promote, distribute, and conceal illegal profits. The organi-
sation used funnel ACCOUNT to launder and route CASH from cities across the United States to the
money launderers on the West Coast. Upon entry to the United States, trafficking victims were often
escorted by a member of the organisation to a bank and instructed to open an ACCOUNT in their own
name; once the ACCOUNT was opened, a member of the organisation took control of it and then pro-
vided the ACCOUNT information to other criminal associates to coordinate deposits throughout the
United States. The organisation also engaged in bulk CASH smuggling by physically transporting and
mailing illegal proceeds from sex trafficking to Southeast Asia. The money launderers recruited money
mules to carry large volumes of CASH on their persons when traveling overseas as well as to hide
CASH in items such as clothing and dolls. Finally, the organisation used a hawala system to transfer
money to Southeast Asia and elsewhere outside the United States.

Case Study 6. TLE

The retail team in a major high street bank identified a potential trend which resulted in a referral to the
FIU for investigation. Two customers were living at the same address with funds received followed by
multiple CASH withdrawals. The purpose of the referral was to identify if any additional customers had
similar ACCOUNT activity. A review of these two customers raised concerns due to possible Labour
Exploitation in the construction sector. After the initial referral, the investigation identified at the same
address three additional customers who were of concern, making five customers in total. A profile review
identified four customers showing the same pattern of ACCOUNT activity and one customer with differ-
ent ACCOUNT activity. Analysis of the four customers showing the same pattern of activity identified
the following: « The ACCOUNT were receiving Faster Payments Inwards (FPI) from the same entity
followed by ATM withdrawals and larger CASH withdrawals in branch and in the same locations. » The
ACCOUNT were showing a lack of living expenses such as food, petrol, utilities and rent. Further anal-
ysis of these four customers identified the following: ¢ all of the profiles identified registered the same
mobile number « Two of the 4 profiles identified registered the same email address « All profiles had the
same nationality * The Passports used to open 4 the ACCOUNT were temporary and issued in the same
month. The same home town was stated on all passports * Income was received and immediately with-
drawn in CASH Deeper analysis into these four customers identified the fifth customer residing at the
address that had introduced the four customers to the Bank when opening the ACCOUNT. Bank records
advise this fifth customer was an interpreter as the applicants could not speak English very well. The
mobile number and email address registered on the profiles of the four victims linked to the fifth custom-
ers at the address. The bank identified four customers receiving funds from the same employer. Further
analysis was completed into other ACCOUNT which had received funds from this employer to identify
if the network was larger than the 4 customers identified to date. Based on the foregoing indicators, the
FIU suspected that the four individuals might be victims of HTFL and the fifth may have been involved
in the offences. The FIU’s analysis revealed that there were further customers of concern. The case
was referred to law enforcement who, following a subsequent investigation, confirmed that the custom-
ers were subject to forced labour exploitation and began enforcement action

Case Study 7. TLE

In 2013, Italian police started an investigation concerning a major informal strike by immigrant workmen,
which led them to discover a TLE scheme involving Bangladeshi and Indian immigrants, trafficked by
three gangmasters, one Bangladeshi (Mr A) and two Italian nationals (Mr B and Mr C). The investigation
concerned Alpha, an Italian logistics firm run by Mr A. This investigation was initiated through suspicious
transaction reporting to the financial intelligence unit based on a number of factors: * News media reports
of a major informal strike by immigrant workmen; « Rumours about unfair business practices/competition
by Alpha; - Anomalous management and ownership structure of logistics companies associated to Alpha
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(run and owned by foreign workmen only recently immigrated to Italy, also known to work as employees
for similar firms); * Nearly simultaneous ATM CASH withdrawals through payment cards belonging to
several immigrants working for the same firm at a singular location. The investigation uncovered that Mr
A had selected the workmen in their home countries, offering them temporary jobs at Alpha in exchange
for a sum they would pay him through their future work in the cooperative. This arrangement would also
grant them temporary work visas to Italy, so that both their residence and employment in Italy would be
completely legal. On such legal ground, once arrived in Italy, Mr A forced each immigrant workman first
to address banks through him in order to get current ACCOUNT and payment cards (debit cards and
reloadable cards), to which Alpha would credit the wages. The immigrant workmen then had to hand
the passwords to Mr B, enabling him to take back half the wages through ATM CASH withdrawals. The
immigrants were forced to provide a portion of their wages to Mr A to pay back their debt, as well as
payment for basic goods, such as accommodation and food etc. In spite of the TLE, Alpha’s ACCOUNT
and financial records appeared compliant with the law, because each workman’s weekly working time
and wages were formally consistent with legal thresholds, though actually each workman worked for
nearly twice as many hours for half the salary. Alpha’s profits were withdrawn through the immigrants’
cards, and in some instances sent to shell companies made to look like logistics companies through a
false invoicing scheme with the an apparent ownership structure owned and operated by the victims.
The actual beneficial owner of the shell companies to which the funds were sent was Mr C, who was
found to also be the beneficial owner of other such shell companies during the course of the investiga-
tion. These corporate vehicles provided Mr. C with a sort of multipurpose “money laundering machine”
ultimately founded on immigrants’ vulnerability to threats about their dismissal from their work, which
would have resulted in being sent back to their home countries. This scheme enabled the laundering of
an estimated EUR 2.5 million in two and a half years.

Case Study 8. TLE

Two brothers trafficked 18 men from Poland to the United Kingdom to work in a major sports clothing
warehouse. The brothers employed ‘spotters’ in Poland to identify vulnerable men and approach them
with an offer of work and accommodation overseas. The men received CASH tickets to the destination
country. Once the victims had arrived, they had to hand in their passports. They were forced to live in
an overcrowded house in squalid conditions. The offenders helped the victims to open bank ACCOUNT,
and then seized their bank cards to control these ACCOUNT. The brothers used physical and verbal
threats as a means of control. The victims found employment at the warehouse through an employment
agency. The offenders took the majority of the victims’ GBP 265 weekly wage, leaving each victim with
just GBP 90 a week. The offenders reportedly made GBP 35 000 throughout the exploitation period.
Following work with the police the bank analysed the information it held on the address and found that
there were up to 15 customers registered at that address. They reviewed each of these customers and
identified the following suspicious activity: « The property, when looked at on Google StreetView, could
only comfortably accommodate 2 or 3 people at the most « The customers living there received weekly
incomes from an agency * A high percentage of that income was withdrawn quickly after receipt in to
the ACCOUNT - Analysis of ATM activity for these customers shows that their ATM usage often oc-
curred at the same machine at the same time suggesting that a third party is in control of their cards.
Following a police raid on the house and arrest of the brothers, both offenders pleaded guilty to human
trafficking offences, and were sentenced to six years each

Case Study 9. TLE

In September 2016, a jury in the High Court at Auckland found 46-year-old Faroz ALI — also known as
Feroz ALI — guilty of 15 counts of trafficking Fijians to New Zealand on false promises of NZD 900 weekly
wages for fruitpicking. He charged the workers exorbitant fees and then exploited them upon arrival by
forcing them to work illegally and live in overcrowded conditions, underpaying them and threatening
them with deportation if they complained. ALI was found to be receiving large payments from legitimate
New Zealand companies, for the provision of services by his construction firm, for which the Fijians
forcibly worked. With the illicit proceeds of the TLE offence, ALl was utilising a hawala-type system to
return funds to Fiji, as well as the physical transportation of CASH for the purposes of personal enrich-
ment in Fiji. ALl was also found guilty on 16 counts of aiding and abetting people to enter or remain in
the country unlawfully. He pleaded guilty to charges of exploitation, including failing to pay workers
minimum wage or holiday pay, as well as aiding and abetting workers to breach the conditions of their
visas. Approximately NZD130 000 was calculated to be the total loss of wages, holiday pay and the like
for identified victims (noting that the number of victims and period of offending was ring fenced) ALI, the
first person to be convicted of people trafficking in New Zealand, was jailed for nine and a half years

Case Study 10. TLE
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Domestic Servitude by a Stranger. A Tanzanian female scientist living in London trafficked a 21-year-
old woman from Tanzania to work as a slave in her home. The offender offered the victim 250 000
Tanzanian shillings (~£120 at the time) a month to work as her housekeeper. The offender’s family paid
for the victim’s visa and arranged her flights from Tanzania to the UK. Once in the UK, the victim was
taken to the offender’s two-bedroom flat. The offender and her three children all lived in one room and
the second bedroom was rented out. The victim was made to share a bed with the offender's 12-year-
old son. The victim was forced to work for up to 19 hours a day cooking and cleaning, as well as looking
after the three children. She was never paid for her work, but was given £20 on one occasion by the
lodger. Her passport was taken from her and she was banned from contacting family or friends. She
was regularly verbally, physically and psychologically abused. This exploitation lasted seven months.
The victim was encouraged by a friend to report her exploitation to the police, leading to the offender’s
arrest. The offender was sentenced and ordered to pay £3 000 in compensation to the victim. This case
highlights the difficulty in determining the material benefit gained through certain types of TLE where
the proceeds are indirect, gradual enrichment, or enrichment of an individual’s lifestyle, but are not re-
alised in a singular material good.

Case Study 11. TSE

A financial institution submitted a STR on Subject A regarding financial activity occurring in Subject A’s
ACCOUNT related to possible TSE. Subject A received an email money transfer from Subject B, who
was previously reported for movement of funds and ACCOUNT activity indicating TSE. Subject A’s
ACCOUNT was primarily funded by transfers from linked ACCOUNT, direct deposits, and email money
transfers. Incoming email money transfers were primarily from men and outgoing email money transfers
were to individuals previously unknown to the financial institution. Funds were utilised for point-of-sale
transactions and included local transportation purchases and accommodation transactions. Through the
analysis of the transactions by the previously unknown individuals above, it was uncovered that they
were withdrawing the funds from their personal ACCOUNT and depositing them into the ACCOUNT of
3 CASH-intensive businesses to launder the proceeds of the TSE offence.

Case Study 12. TSE

Person A was the head of a TSE syndicate which was trafficking female victims from County X to Coun-
try Y, both located in Asia. Person A was from Country X but living in Country Y, and sought and recruited
young female victims from Country X and promised them a high salary to work in Country Y. When the
girls arrived in Country Y, Person A sold them to traffickers and earned USD 4,376 per Person. To
launder the proceeds of TSE, Person A sent money to his father's bank ACCOUNT in Country X. To
launder the proceeds from TSE, Person A’s father opened and operated a small clothing shop that had
a very small customer base

Case Study 13. TSE

A criminal group used legitimate business activities such as bars/night club services to cater to the
needs of their clientele wanting to engage in adult entertainment. Suspects were arrested and charged
after promoting and hosting what was referred to as a ‘vice party’ for which an entrance fee of TTD 200
(USD 30) per person, requested from patrons to contribute to forced sexual activity. The suspects were
also found to be involved in promoting brothels (prostitution), child prostitution and other THB related
offences. The proceeds derived from the predicate of HT were laundered using ‘legitimate’ CASH inten-
sive business entities such as restaurants & bars. In some instances STR’s were received indicating
high value CASH deposits into the ACCOUNT of the suspects. In one case an analysis of ACCOUNT
held by a suspect revealed that there was an increase of CASH deposits by as much as 485% over a
two-year period. Funds were laundered through the ACCOUNT of third parties, payments of credit fa-
cilities and for personal expenses

Case Study 14. TSE

Investigators were asked by a local-level government to investigate possible sex trafficking in residential
areas. Investigators used ACCOUNT tracking warrants and warrants for search and seizure of property
as part of the investigation. The suspects used mobile phones registered under other people's names
and changed the phones regularly. The suspects concealed the proceeds of crime by keeping the
money in a bank ACCOUNT under a third party’s name. The suspects also bought gold bars with the
proceeds.

Case Study 15. TSE

A police investigation was conducted on an organised group profiting from sexual exploitation of foreign
women in Spain. The police investigation was focused on a number of members of the organised crim-
inal group. The different roles of the members of the criminal organisation were identified through the
law enforcement investigation which acquired evidence that some members were involved in activities
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centred around controlling the victims, others on ensuring that they obtained money and work as re-
quired, and others focused entirely on the proceeds derived from their criminal activity. The proceeds of
TSE were mainly in CASH and operations of this network were detected through money remittance
companies, highlighting the following financial activities: * Small amounts of money were sent abroad
through money remitters by victims to their countries of origin. * Some of the addresses in the country
of destination were identical across multiple conductors. Small amounts of money were sent at domestic
level by the members of the criminal organisation and by the victims, who both reported an identical
address.

Case Study 16. TSE

Young women from rural villages in West Africa are recruited to travel to Europe for a better life and to
escape the economic and political hardship in their homeland. Recruiters or ‘madams’ use various co-
ercion and deception tactics to consolidate the exploitative relationships. Once victims arrive at their
destination in Europe, they are often bought and sold to criminal groups for sexual exploitation. Victims
are also debt bonded to their traffickers for up to EUR 70 000. Indicators for this typology include: «
Victims and ‘madams’ are known to use intermediaries with legitimate identification documents to facil-
itate the electronic transferal of funds via a money service business to Nigeria. * Using intermediaries to
allow for smurfing of funds. « Perpetrators unable to suitably provide evidence of any legitimate income
and/or struggle to prove that the money has a legal source.

Case Study 17. TSE/TLE (forced criminality)

An investigation was initiated into the activities of a Romanian organised crime group who is suspected
to be engaged in the trafficking of human beings into Ireland for the purposes of sexual exploitation,
property crime and blackmail. Victims initially engaged with the NGO sector who reported it to An Garda
Siochéna through an established framework. It is suspected that the group is engaged in using family
networks and financial institutions and in some cases the victims of human trafficking for sexual exploi-
tation are being used to traffic proceeds of crime out of the jurisdiction. At an early stage, financial
investigations supported the identification and the movement of people and monies associated with this
crime.

Case Study 18. TSE

An operation was established by the An Garda Siochana to conduct an investigation into trafficking in
human beings from Nigeria into Ireland for the purposes of sexual exploitation. The group is comprised
of suspected offenders residing in both Ireland and the United Kingdom who engaged in the trafficking
of young females from Nigeria into Ireland. Victims initially engaged with the NGO sector who reported
it to An Garda Siochana through an established framework. It is suspected that the group engaged in
using family networks, financial institutions in numerous jurisdictions to move proceeds and in some
cases the victims of human trafficking for sexual exploitation are being used to traffic proceeds of crime
out of the jurisdiction. At an early stage, financial investigations identified and established money flows
in a number of jurisdictions by submitting financial enquiries

Case Study 19 (Interpol) TSE

A three-year investigation has concluded with police in Colombia arresting six individuals believed to be
behind the trafficking and sexual exploitation of Colombian and Venezuelan women. The criminal group
was first identified in 2018 by Panama’s Human Trafficking and Smuggling of Migrants Division, follow-
ing the discovery of several victims who had been promised jobs as waitresses, only to have their pass-
ports confiscated and be exploited. They were often denied food, slept on the floor and would regularly
see their so-called “debts” for “travel and accommodation” increase arbitrarily.

The women, who were taken into protective care, all came from vulnerable backgrounds and had been
recruited by a network operating out of Cucuta, one of Colombia’s busiest border cities, located on the
Colombian-Venezuelan border.

Fast forward to 2020, when global trafficking and smuggling specialists gathered to debrief the results
of INTERPOL’s Operation Turquesa |. With the right people in the right place, Panama shared intelli-
gence with Colombia, INTERPOL’s Human Trafficking and Smuggling of Migrants (HTSM) unit, as well
as specialised prosecutors from REDTRAM, the Ibero-American network of public prosecutors.

When the suspected head of the criminal network relocated to Colombia, the country’s national police
took the investigative lead, focusing on the group’s activities in Cucuta.
INTERPOL and the UNODC played a critical role in supporting the investigation by facilitating intelli-

gence exchange, coordinating police and judicial actions including victim hearings. The hearings played
a major role in securing crucial evidence for the investigation.
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INTERPOL also issued Blue Notices, which enabled law enforcement to seek additional information on
the individuals.

The criminal group was behind the trafficking and sexual exploitation of Colombian and Venezuelan
women.

On 6 August, Colombia’s national police swept in, arresting the group’s leader, a 42 year old Colombian
woman, as well as three women and two men. Several passports, identity cards and financial transfer
documents were also seized.

Investigations are ongoing and authorities are assessing the total number of victims exploited by this
network. INTERPOL will continue to support the investigation, particularly by enlisting the help of its
Financial Crimes unit to identify money flows. UNODC will continue providing support to specialized
prosecutors involved in the case trough REDTRAM.

Case Study 20. TSE

The Spanish police started an investigation into an organised criminal group in Spain trafficking women
for sexual exploitation from Eastern Europe and South America. The criminal organisation owned sev-
eral nightclubs in the South of Spain and incorporated more than thirteen front companies to launder
the proceeds obtained from human trafficking. During the police investigation the FIU received several
STRs related to one of the front companies of the organisation. The suspicious transactions were mainly
CASH deposits below the customer identification threshold in the bank ACCOUNT of those companies.
The bank ACCOUNT of the nightclubs showed mainly credit cards payments in exact amounts and a
low volume of CASH operations. Afterwards the money was withdrawn in CASH in other regions of
Spain and the operations were supported with false invoices linked to construction activities. The ex-
change of information between the FIU and the investigative police unit fostered collaboration at an
early stage. This resulted in the police unit leveraging FIU-disclosed information to uncover new opera-
tions and new branches of the organised criminal group conducting TSE.

Case Study 21 (Interpol) TLE

The Operation Turquesa involved Argentina, Bangladesh, Bolivia, Brazil, Canada, Chile, Colombia,
Costa Rica, Dominican Republic, Ecuador, El Salvador, Guatemala, Honduras, Mexico, Nicaragua,
Panama, Paraguay, Peru, Spain, Uruguay. It was an INTERPOL-led operation (conducted by Special-
ized Operational Network (ISON)) against people smuggling through the Americas and has led to 53
arrests and the identification of some 775 migrants from 30 different countries. INTERPOL Specialized
Operational Network (ISON) against People Smuggling, comprises 165 experts from 126 source, transit
and destination countries. Within Turquesa ISON worked in cooperation with the United Nations Office
on Drugs and Crime (UNODC) and REDTRAM/AIAMP, the Ibero-American network of specialized pros-
ecutors on trafficking in persons and smuggling of migrants.

The operation started from information on the illegal trafficking of migrants. During operation Andes
(2018), authorities in Chile uncovered migrants posing as crew members of a shipping company in order
to obtain temporary visas. Migrants from Bangladesh presented immigration officers with false working
papers and ship documentation, which had been provided by smugglers. Marine units patrolling the
coast of Nicaragua intercepted a speedboat carrying 21 migrants and two Nicaraguan smugglers. The
group was travelling from Costa Rica to Nicaragua’s south coast. Migrants revealed that they had paid
between 200 and 300 USD for the five-hour boat trip. The dominus behind this smuggling activity was
a 32-year old man from Bangladesh believed to be behind one of the largest migrant smuggling networks
into the United States. Brazilian authorities dismantled his entire network, which is alleged to have facil-
itated the illegal passage of more than 200 South Asians.

During Operation Turquesa (28-31 October), authorities in 20 countries across three continents acted
on leads and carried out nearly one million checks at air, land and sea borders in order to disrupt the
organized crime groups behind key smuggling routes to the USA and Canada. The THB nature emerged
from the behaviour of the criminal group: migrants in Mexico reported being threatened with rape and
murder if they did not pay smugglers within a few hours. In Spain, a Bangladeshi national explained how
his journey had cost EUR 6,000 and taken one year to reach Malaga. He was held captive in Algeria
and threatened for several months, as his handlers extorted payment from his father. Once he was
freed, they confiscated his passport and put him onto a packed boat across the Mediterranean. He lost
consciousness on the way. The police discovered that the trips were usually treacherous - even deadly
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— whether through jungles, on boats, or as we’ve seen most recently, in lorries. Migrants in Mexico
reported being threatened of violence and in general migrant interviews provide valuable information on
modus operandi of the criminal network.

The business model was profit oriented and with a transnational dimension. Authorities, froze 42 bank
accounts, estimate that the group made transactions totalling around USD 10 million, highlighting the
scale of ‘business’ generated by these criminal organizations.

e The subject of an INTERPOL Red Notice by Ecuador arrested in the Dominican Republic. He was
the known leader of a criminal group responsible for smuggling migrants into the United States;

e The rescue of 27 human trafficking victims in the Dominican Republic, leading to 11 arrests;

e Mexico arrested four individuals following hits against INTERPOL and national databases during
reinforced border controls;

e Authorities in Nicaragua arrested two individuals for smuggling 22 migrants, including three young
children;

e Argentina arrested a 24-year old man from Venezuela following a hit on an INTERPOL Red Notice
for human trafficking offences;

¢ Indismantling a criminal group, Colombian authorities linked 732 money orders worth USD 110,000
to 17 different countries.

Multi-agency cooperation and massive stop and search controls was at the basis of this investigation:
AIRCOP, a multi-agency project based on cooperation between the UNODC, INTERPOL and the World
Customs Organisation, provided pre-operational training to the Dominican Republic’s national police
and liaised with the OCU in San Salvador on data relating to passenger checks.

Case Study 22. TSE

In 2015, a federal jury convicted Hortencia Medeles-Arguello (aka “Tencha”) of conspiracy to commit
sex trafficking, conspiracy to harbour aliens, aiding and abetting money laundering, and conspiracy to
commit money laundering. The convicted defendants in this sex trafficking scheme owned, controlled,
participated in, and operated bar/brothels where they charged entrance fees and sold drinks to custom-
ers. However, the conspirators mainly profited by offering young, undocumented Mexican women and
girls for commercial sex at these establishments. The typical bar/brothel operated by the defendants
would consist of a bar on the first floor and rooms on upper floors for customers to engage in commercial
sex with the victims. The amount of money charged for a commercial sex act would vary from USD 65
for fifteen minutes to up to USD 500 per hour for illegal sex acts with minors. The criminal organisation
relied on pimps known as “padrotes” to recruit, smuggle, and supply the young women and girls, coerce
them into engaging in commercial sex thereby generating proceeds for their illegal enterprise. Padrotes
also rented out the bar/brothels, which generated additional income for Tencha. The undocumented
Mexican nationals “employed” at the defendants’ establishments were compelled into commercial sex
acts through the use of force, fraud and coercion. For example, the women and girls were placed in
locked rooms to main control over them, and the defendants used violence to punish and control them.
Tencharecruited or directed family members, friends, and others to serve as employees at the bar/broth-
els. There were a number of co-defendants who managed the bars and had a role in moving and dis-
guising the proceeds. Other managers provided false/fraudulent identifications (e.g., social security
cards and Texas identification cards) to employees, including the females working at Las Palmas Il. The
bar managers paid Tencha USD 20 000 each week out of the money received from the operation of the
Las Palmas | and kept all the monies received in excess of that amount. To conceal the illegal proceeds
derived from the sex trafficking enterprise, Tencha and others, including her family members, would
obtain cashier’s checks in amounts less than USD 10 000 (in order to avoid bank reporting require-
ments). One of Tencha’s daughters who worked as a bartender assisted in counting the proceeds ob-
tained from Las Palmas Il. She also negotiated cashier’s checks. The money used to obtain the cashier’s
checks came from the sex trafficking violations occurring at Las Palmas Il. Tencha also held the physical
property in the name of a nominee (her daughter), in order to conceal the true ownership and nature of
the premises. Tencha was sentenced to life in federal prison on 20 January 2016. A total of 13 additional
defendants pleaded guilty to similar offences, including money laundering, for helping Tencha keep
track of her profits, including by investing proceeds in properties purchased by Tencha in the Houston
area. As part of the sentence, 15 real properties and other assets (valued at USD 2.5 million) were
forfeited to the United States because they were acquired with the proceeds of sex trafficking. The
forfeited assets have been used to make restitution to the victims of this crime. Tencha was also ordered
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to pay approximately USD 840 000 in restitution. Additional codefendants were ordered to pay restitution
amounts of USD 530 000, USD 570 000, USD 530 000, and USD 160 000, respectively.

Case Study 23. TSE

In May 2015, Eric Omuro was sentenced to 13 months in prison following his conviction for the use of a
facility of interstate commerce to facilitate prostitution. Omuro was the operator of the website
myredbook.com. According to information available on that website as of the date of its seizure by the
FBI, myredbook.com purported to provide “Escort, Massage, and Strip Club Reviews”. Instead, how-
ever, the website hosted advertisers for sex workers, complete with explicit photos, lewd physical de-
scriptions, menus of sexual services, hourly and nightly rates, and customer reviews of the sex workers’
services. Although the website could be accessed for free, myredbook.com charged fees for premier
placement of prostitution advertisers and for “VIP Membership,” which purportedly allowed customers
access to “private forums” and to search reviews of the prostitution services. According to an affidavit
submitted in connection with the sentencing hearing, the FBI identified more than 50 juveniles who were
also advertisers on myredbook.com for the purpose of prostitution. Co-defendant Annmarie Lanoce
pleaded guilty to assisting Omuro with the operation of the myredbook site pursuant to a diversion pro-
gram that ran into 2016. At sentencing, Omuro was ordered to forfeit more than USD 1.28 million in
proceeds from his operation of the site.

Case Study 24. TSE

In April 2016, law enforcement agents from Homeland Security Investigations (HSI) in El Paso, Texas,
responded to a call made to local police regarding a woman who was being forcibly held by an individual
identified as “Tae” at a motel. Two adult victims were discovered by officers who searched the motel
room. Police located and stopped a suspect vehicle in the area and identified the driver as William “Tae”
Harris. Police searched Harris and found a semi-automatic firearm. Harris was traveling with an associ-
ate, Dean Hall, and police determined that both subjects were members of the West Side City Crips
gang from Phoenix, Arizona. The subsequent HSI investigation revealed that the victims came from
Arizona with Harris and Hall. The victims were forced into prostitution and beaten and suffered threats
of violence. HSI determined that at least three other West Side City Crips were operating a prostitution
scheme in El Paso on the same weekend that Harris was stopped. During a forensic extraction of Harris’
mobile phone, HSI discovered Bitcoin transaction data was able to exploit Harris’ Bitcoin wallet infor-
mation. Evidence revealed that the group’s illicit activity revolved around the purchase of Vanilla Visa
pre-paid credit cards, which were then used to purchase Bitcoin on the Paxful virtual currency exchange.
Those Bitcoin were used to purchase prostitution ads on Backpage.com. Furthermore, during Harris’
prosecution, HSI uncovered and disrupted an attempted murder-for-hire in which Harris planned to have
a key witness and her sister murdered. In January 2018, Hall and Harris were convicted and sentenced
for violating several anti-trafficking statutes, including interstate transportation for prostitution, sex traf-
ficking, felony in possession of a firearm and murder for hire.

Case Study 25. TLE

A case concerning Polish and Romanian bogus self-employed workers was opened following the find-
ings of the Belgium’s Financial Intelligence Processing Unit concerning a company’s suspicious trans-
actions. The main defendant managed a company specialising in building works. He had set up two
British companies which, in turn, set up two other companies. Romanians were then employed as limited
partners or associates in the structure of these last two companies. They worked mainly as subcontrac-
tors for the main company. The Romanian workers were unaware of their roles as managers-partners
of the company and were therefore employed as self-employed workers, earning EUR 8 per hour.
Through this wage, the Romanian workers were required to pay social and tax contributions, as well as
rent for accommodation. Investigators used money tracking techniques to identify the perpetrators, crim-
inal organisation elements, and to analyse the network. Over the course of this case’s financial investi-
gation, investigators queried banks and money transfer agencies, conducted wiretaps to track the de-
fendants’ investment and identify local hawala bankers and analysed the role of construction companies
and ACCOUNT. The defendants of the case were prosecuted for human trafficking for the purpose of
labour exploitation (conditions contrary to human dignity), with aggravating circumstances. The defend-
ants were also prosecuted for participation in a criminal organisation, forgery and the use of forgeries,
breaches of the income tax code, money laundering and fraud.

Case Study 26. TLE

Three Romanian nationals, two males and one female, trafficked 22 male Romanian nationals into Eu-
rope for labour exploitation. The female offender was the partner of the male primary offender, and sister
of the other offender. Economically vulnerable victims were recruited in a rural area in Romania, and
were promised EUR 400 per week, to work eight hours a day, with food and accommodation provided.
Upon arrival all victims had their passports taken, were required to sign a waiver to the EU working time
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directive, and sign transfer forms for their wages to be transferred into the primary offender’s bank AC-
COUNT. Fifteen of the victims were housed in a 3- bedroom property, sharing a single toilet and shower.
They slept on mattresses on the floor. The male primary offender provided minimal food (such as a
salami and two loaves between 15 people), and told the victims to eat stones if they were still hungry.
He controlled them primarily through threats of violence and debt bondage. The primary offender acted
as an unlicensed gangmaster, booking agricultural work for the victims at legitimate recruitment agen-
cies for minimum wage, but then forcing them to work for over 12 hours a day for multiple agricultural
businesses. These businesses were not aware of any exploitation having taken place. One victim
worked for 68 hours a week and another for 18 days in a row. Frequent use of cheques was made to
pay offenders and withdrawals were made rapidly after payments had been received, often from the
same location. The primary offender made over EUR 1 000 a week in this way. The other male offender
lived with the victims and assisted in monitoring and controlling them. As a result, he was allowed to
keep his entire wage. The exploitation was identified when four victims reported it at a police station,
and identified the primary offender. The primary male offender was convicted of trafficking people and
conspiracy to traffic people, and was sentenced to 2.5 years in prison. The other was convicted of con-
spiracy to traffic people. The female offender was given a suspended sentence of 2 years for acquiring
and converting criminal property in the form of the victims’ wages

Case Example 27. TLE

This case relates to slavery in Asia-Pacific waters by foreign charter vessels and is a combination of
observed typologies which demonstrates the number of potential entities in multiple jurisdictions in-
volved TLE in the fishing industry. To fish a particular region, fishing companies must go through a
standard process to secure the appropriate licenses, vessels, crew, and quota. If a Northeast Asian
based fishery wishes to fish in South Pacific waters, they contact a South Pacific local corporate to help
arrange a quota and chartering agreement. In this arrangement, the local South Pacific corporate holds
the quota allotment for the country’s EEZ. They also own boats locally that are available for charter. In
this case, the Northeast Asian based fishery contracts with the local South Pacific corporate for part of
its quota and management of its fleets. The boats and above deck crew are supplied by the local South
Pacific corporate, often the same nationality of the true boat owner. However, the Northeast Asian based
fishery contracts with a recruitment agency to find the below-deck crew. This agency may be legitimate,
but others lie to jobseekers, deceive them, or steal their money. These crew members are often of a
different nationality from the boat owner and above deck crew. While on board, men who have lost their
basic freedom suffer a series of indignities and abuse. The fish caught by these men are sent to market;
processed at a fish processing factory; sold to food distributors; and moved to restaurants and grocery
stores worldwide. Revenue from the sales of the slave-caught fish makes its way back to the
Northeast Asian based fishing company, often in USD, processed through the international fi-
nance system. The various parties involved all have been complicit in either directly facilitating or indi-
rectly financially benefiting from this incidence of TLE. The following issues were identified: 1. Direct -
Those financial institutions banking the entities that are directly facilitating TLE may be at risk from
handling and facilitating the proceeds of human trafficking. 2. Indirect - Entities indirectly involved i.e.
involved in the global supply chain in purchasing/importing/exporting/using/selling goods produced from
forced labour. 3. Correspondent Banking - Facilitating payments on behalf of financial institutions that
may be directly or indirectly involved (payments between 1 and 2). 4. US Clearing - Handling USD
clearing payments; facilitating trade payments in global supply chain for products from slavery. 5. Ex-
posed Industries/Players - Fishing companies, fish processing companies, quota holders, vessel own-
ers, vessel operators, vessel charterers, recruitment agencies, seafood markets, seafood distributors,
grocery stores, restaurants. 6. Trade Based Money Laundering - Often, in association with incidences
of TLE, in order to hide the use of slaves, company staff will maintain false ledgers of time sheets, take
production logs (in this case CASH logs), falsify shipping documents to show compliance with local laws
and tariffs. Closer inspection will reveal that often the information on the documents does not match with
other sources of information.

Case Study 28. TLE

The case started in 2014 after a labour union reported its concern of labour exploitation to the police.
The union represents workers with little or no education. They were concerned because they suspected
that several companies in the cleaning and transport industries in the Oslo area were using legal corpo-
rate structures for criminal activities and labour exploitation. The Financial Intelligence Unit started a
preliminary investigation and found that the companies and people mentioned in the report had a history
of bankruptcies, and the FIU had received several reports of suspicious transactions from the bank
system regarding a large amount of CASH withdrawals from bank ACCOUNT. There were also several
concerns about possible labour exploitation registered in the police intelligence system. An investigation
team was put together with investigators from the National Criminal Investigation Service (NCIS), the
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National Authority for Investigation and Prosecution of Economic and Environmental Crime (JKOKRIM)
and the tax authorities. An organised criminal group (OCG) operated businesses in the cleaning and
transport industries. They also controlled other companies that they set up in other people's names.
These companies were fronts with no actual business operations. They were created to send invoices
for fictional services and to have fictional employees. The CASH flows through the companies' bank
ACCOUNT were controlled by the OCG. The people doing the actual work were not registered workers.
They were vulnerable people whose labour was exploited, and some of them stayed in Norway only for
a short period. They knew very little about how the Norwegian system works and they were followed
around and “helped” by the OCG whenever they were in contact with Norwegian authorities and the
banks. Over the course of the investigation, it was revealed that the organised criminal group (OCG)
was also involved in obtaining around NOK 30 million in bank loans on false premises. People in a
vulnerable situation were exploited to apply for loans and the OCG falsified work contracts and pay slips
that made it possible for them to be granted loans. The borrowers were not aware of how many loans
were taken in their names. The funds were laundered by transferring the money back and forth between
many different bank ACCOUNT before they were withdrawn in CASH. While there was insufficient evi-
dence found to pursue human trafficking for labour exploitation charge, the members of the OCG were
prosecuted for tax fraud, welfare fraud and bank fraud. Risk indicators identified include: « Small com-
panies that go bankrupt within one to two years. * Large amounts of CASH being withdrawn from the
companies' bank ACCOUNT or being transferred from the companies to private persons. Money re-
ceived into private bank ACCOUNT is then immediately withdrawn in CASH. « Companies registered in
the names of EU citizens that live outside of Norway. These EU citizens had origins from outside the
EU. « Employees who work for short periods before becoming ill and receiving welfare. « Abuse of iden-
tities. In some cases we suspect that individuals were forced into signing applications for and taking up
bank loans. In other cases people were sent from other European countries to start up a company and
open bank ACCOUNT; these then sold their identities.

Case Study 29. TLE

In 2016, a major case involving labour-market crime in grocery stores brought forth charges including
aggravated human trafficking, social dumping, money laundering, bank fraud, social welfare fraud, tax
evasion and threats. The defendants were investigated for excessive profit from running grocery shops,
which normally would not have been as profitable if the business was run legally. Financial investigation
revealed that the exploitation of labour in combination with unreported profit to IRS led to considerable
illegal profits which were being used to reinvest in businesses. The prosecutor has submitted confisca-
tion claims totalling NOK 103 million and restraining orders amounting to about NOK 100 million on
various properties to secure the confiscation claims against the defendants. As this is a very complex
case, a judgement from the district court is expected in 2018.

Case Study 30. TLE

A male Vietnamese national trafficked at least three other Viethamese nationals (two adult women and
a 16-year-old boy) to work at his nail bar in Europe. The child had been transported to Europe from
Vietnam through a long series of different transportation methods which were paid for by the trafficker,
and had no idea what country he was in. The victims were housed in the offender’s residence in a private
housing estate. By opening bank ACCOUNT for the victims, the trafficker acted as custodian, despite
the fact that he was not related to any of the victims. Some of the victims were controlled through debt
bondage, and were paid only small or irregular amounts for their work for the offender in the nail bar;
they were also forced to undertake domestic work for him. None of the victims’ ACCOUNT showed
evidence of payment of taxes or of other payments to a regulatory body typically associated with legiti-
mate full-time employment of workers. They relied on the offender for their basic accommodation and
food. Some victims had been in this situation for over a year. The child only received ‘pocket money’ for
being a ‘trainee’ at the bar. As part of a larger operation, the police visited the offender’s nail bar, and
recovered the child victim, as well as gaining evidence of exploitation. They obtained a search warrant
for the nail bar and the offender’s residence, recovered the two female adult victims and arrested the
offender. The offender was found guilty of Human Trafficking

Case Study 31. TLE

A man kept his wife in domestic servitude for two years. The victim was well educated and from a
relatively affluent family. The arranged marriage took place in Pakistan. When the victim arrived in the
host country her husband reportedly told her that her only purpose was to look after him and his mother,
who had ill health. The victim cooked, cleaned and did household chores for her husband and mother-
in-law. She often worked 19-hour days and was unpaid, only being given £10 a month to top up her
mobile phone. Her husband controlled her through a combination of fear, mental abuse and repeated
physical violence. She was not allowed to leave the house unaccompanied or to make friends. In
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February 2014, the offender was taken into police custody after he was spotted pulling the victim back
into the house by her hair. She was found to have a black eye and a broken nose, requiring surgery.
The victim then signed a document asking for the offender’s release, stating that she was not acting
under pressure. The exploitation continued for 18 months, until the victim attempted suicide by taking
an overdose of painkillers. She was taken to her brother-in-law’s house for safe-keeping, and there
notified the police of her exploitation by calling 999. This led to an 18-month investigation, which culmi-
nated in the offender being sentenced to two years. This case highlights the difficulty in determining the
material benefit gained through certain types of TLE where the proceeds are indirect, gradual enrich-
ment, or enrichment of an individual’s lifestyle, but are not are realised in a singular material good.

Case Study 32. TLE

A 13-year-old Romanian girl was trafficked to Western Europe by an organised crime group to undertake
forced begging. Her father paid the gang 200 euros for this. She was driven to Spain and then flown to
other Western European capitals, accompanied by one male offender. The victim used her own Roma-
nian identity card to travel, but her flights were paid for by the offenders using a stolen USA credit card.
The victim was placed with a male and female offender, and was instructed to call them ‘aunt’ and
‘uncle’. The victim was driven by one offender 40 miles to another town, 5 days a week, where she was
made to beg and sell unofficial copies of a charity magazine outside the entrance to a Post Office for
over 7 hours a day. She was beaten and searched at the end of each day, and was not allowed to keep
any of the money she had made. The offenders, who had no legitimate explanation for the repeated low
value deposits, wired the money to Romania as soon as it was in their ACCOUNT. The victim was poorly
fed and clothed, and this was noticed by members of the public. She was also exploited for domestic
servitude by the offenders, looking after their children. The victim was identified by the police during a
raid following a large-scale investigation by the police into the trafficking of Romanian nationals to other
European countries by an organised crime group for the purposes of forced criminality. She was placed
into social services, and then returned to her mother in Romania. The victim gave evidence against her
father and three other offenders who were convicted for trafficking a child for forced criminal exploitation.
The father was sentenced to four years, served two, and then returned to his family (including the victim)
in Romania.

Case Study 33. TLE

Between October 2015 and January 2017, two Bulgarian men brought at least nine other Bulgarian
individuals to Sweden with promises of construction or other jobs. The organisers’ modus operandi was
to target economically vulnerable individuals in Bulgaria, paying for their transportation to Sweden in
order to put them in their debt. However, once the latter had arrived, it became clear that there were no
jobs, and they were forced to beg on the streets (in Sweden, begging is not illegal). The two organisers
made the nine individuals pay for transportation, food, housing (in dilapidated property) and for the “right”
to beg in particular spots, collecting and keeping detailed ACCOUNT of the money from each person
by the end of each day. The two men were apprehended in January 2017 and were later charged with
trafficking and aggravated money laundering offences. On a typical day, a beggar would earn about
SEK 300 (~ EUR 30). The two organisers would collect the money, keeping detailed records of the
beggars’ earnings and of how much remained of their debt. The organisers would keep half of the earn-
ings for themselves as payment for the “right” to beg in a particular spot, and deduct expenses as well
as debt payments from the other half. During 2016 alone, the bank ACCOUNT of one of the organisers
received CASH deposits of about SEK 135 000. Funds from that ACCOUNT were transferred to other
ACCOUNT or sent to relatives of the organisers (but not of the beggars) in Bulgaria via money transfer
services. In the prosecutor’s estimation, 38 persons in total, over different periods in time, could have
been forced to beg. The seized bookkeeping belonging to the two organisers, combined with other forms
of evidence, suggest a grand total of about SEK 1 270 000 collected through begging during 2016. In
November 2017, the two men were convicted of the trafficking offence and were sentenced to 4 years
and 2 months in prison followed by deportation. Just under SEK 120 000, an amount roughly equivalent
to the recorded earnings of the beggars who were parties in this case, was confiscated in order to be
returned to the beggars. A further SEK 340 000 SEK was awarded to the beggars in damages. The
verdict has been appealed.

Case Study 34. TLE

On December 18, 2017, two defendants plead guilty to an alien harbouring scheme involving labour
exploitation at a Nebraska motel. According to documents filed in court, the defendants admitted to
conspiring to harbour the victim, an Indian national who lacked immigration status, at a Motel in Kimball,
Nebraska, between October 2011 and February 2013. During that time, the defendants required the
victim to work long hours, seven days a week at the motel, performing manual labour, including cleaning
rooms, shovelling snow, and doing laundry. Although the defendants promised to pay the victim, they
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never did, but rather claimed to apply that amount to a debt the victim owed. The defendants further
restricted the victim’s movement, isolated him, and verbally abused him. The defendants face a possible
sentence of up to 18 months in prison according to their plea agreements, and they are expected to be
removed from the United States at the completion of their sentences. The defendants also paid the
victim USD 40 000 in restitution at the change of plea hearing as a condition of their guilty pleas.

Case Study 35. TLE

In 2015, two Ukrainian nationals were found guilty of conspiracy to participate in a racketeering enter-
prise in connection with a human trafficking scheme. The defendants, who were brothers, operated a
human trafficking organisation, the Botsvynyuk Organisation, for seven years which smuggled young
Ukrainians into the United States and then forced them to work for little or no pay. The defendants
promised the victims that they would earn USD 500 per month with free room and board by working for
their organisation. In reality, they smuggled the migrant workers into the United States and put them to
work as cleaners in retail stores, private homes, and office buildings—but did not pay them. The defend-
ants used physical force, threats of force, sexual assault, and debt bondage to keep the victims in invol-
untary servitude. Even after some of the victims escaped, the defendants continued with their extortion-
ist activities in order to recoup the organization’s investment in the workers. The Botsvynyuk Organisa-
tion also engaged in visa fraud by bringing the victims to the United States legally using tourist visas to
travel first to Mexico and then coaching the workers on how to enter the United States illegally. While
some of the victims successfully gained entry into the United States, others were taken into custody by
US immigration officials, where they remained in detention for almost two months. Once the victims
were released from US custody, with immigration documents and summonses to appear for immigration
hearings, the Botsvynyuk Organisation transported them to Philadelphia, Pennsylvania, either by bus
or by plane. The brothers then confiscated the immigration documents and summonses from the work-
ers and put them to work cleaning large chain stores at night. Other members of the organisation would
wire money to smugglers in Mexico and the United States to finance the journeys of the victims.
Omelyan Botsvynyuk was sentenced to life in prison plus twenty years and was ordered to pay restitu-
tion in the amount of USD 288 272.29; Stepan Botsvynyuk was sentenced to twenty years in prison and
was ordered to pay restitution in the amount of USD 288 272.28.

Study case 36. (Eurojust) TSE / OTHER

In one case, Czech nationals had been exploited in the United Kingdom for at least 4 years before their
trafficking was detected in 2017. Female victims had been exploited sexually and financially through
fraud and sham marriages. The suspect forced them into prostitution, using violence, threats and rape.
He allowed the victims to eat only once a day and took their children away as a means of control. Sham
marriages were set up and one victim consented because she thought that she would be able to escape
if she married. A male victim was forced to work in legitimate employment and surrender his pay to the
suspect. The UK and Czech authorities exchanged information through police channels and met at
Europol. The United Kingdom provided an overview of the investigation initiated by its authorities; at
that point, the Czech authorities had only undertaken a preliminary police investigation and did not have
a judicial file and, as such, they were unable to agree to setting up a JIT or to other forms of judicial
cooperation. The UK investigation then approached Eurojust for assistance in establishing whether the
Czech authorities had started a parallel investigation, to avoid duplication of work and to enable coop-
eration in the gathering and compiling of evidence to bring charges against those responsible. Indeed,
following the police—police exchanges and the operational meeting at Europol, Czech criminal proceed-
ings were initiated. This allowed Eurojust to immediately proceed with the coordination of the UK and
Czech authorities’ efforts at the judicial level. In 2018, a JIT and a joint strategy were agreed with support
from Eurojust in relation to searches of premises, surveillance, arrests of suspects, interviews of the
accused, victims and witnesses, and seizure of illegal proceeds. Eurojust also provided advice on the
drafting of the JIT agreement, differences in time limits in custody (pre-charge) and in sentences in the
two countries, issues surrounding the use of evidence in both countries, advice on establishing jurisdic-
tion, victim protection and clarification of issues regarding the admissibility of evidence.

Study Case 37. TSE

Since 2016, the Romanian authorities had conducted a complex investigation into a Romanian OCG
allegedly committing THB for sexual exploitation in Romania and Italy. The victims were women, includ-
ing minors, who were recruited in Romania and transported to Italy, where they were forced into prosti-
tution. Several victims were identified and interviewed. Italy did not initially carry out an investigation into
this OCG. Many of the suspects identified by the Romanian authorities were known to the Italian au-
thorities and considered particularly violent. They had criminal records in Italy for a wide range of crimes
committed over the years (pimping, theft, drug trafficking, etc.) but were not considered by the Italian
authorities to be part of a larger OCG carrying out THB. In March 2018, Eurojust brought together the
competent authorities from Romania and Italy to establish close cooperation with the aim of coordinating
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the next steps in both jurisdictions and tackling all of the offences committed in Romania and Italy. The
decision was made that, in order to dismantle the OCG, arrest its members and tackle their assets, an
investigation should be opened into THB crimes committed on Italian territory. To facilitate the Italian
decision to initiate an investigation into THB, the Romanian judicial authorities prepared a comprehen-
sive report including detailed information on the links to Italy identified in the Romanian investigation.
The report revealed the existence of an OCG that had been active in THB for sexual exploitation, as
well as carrying out other offences, in both countries since 2008. It described in detail the criminal con-
duct, roles of identified suspects and structure of the OCG, and included statements from some of the
victims, substantiating the THB offences. The report was translated from Romanian into Italian by Eu-
rojust and transmitted via the Eurojust national desks to the Italian authorities. On the basis of the report,
Eurojust issued the joint request.

Study case 38. TSE

Early in 2019, national authorities from Romania and the United Kingdom took part in a coordination
meeting at Eurojust where they discussed at length the suitability of setting up a JIT in a THB case.
This case involved an investigation into an OCG formed in 2013 in Romania for the express purpose of
human trafficking, pimping and money laundering. The OCG recruited more than 60 vulnerable women
in Romania, promising them money and legitimate work, and then trafficked them to the United Kingdom
for the purpose of sexually exploiting them in London. The victims lived and worked, under the threat of
violence and blackmail, in houses provided by the OCG. The victims were promised a share of their
earnings but in reality received very little, and thus they were completely dependent on the OCG. The
setting up of a JIT between the UK and Romanian authorities, Eurojust and Europol was agreed at the
coordination meeting. The JIT benefited from Eurojust’s financial (EUR 38 000) and logistical support.
On 15 November 2019, in a synchronised joint action by law enforcement officers from the United King-
dom and Romania, 17 suspects were taken into custody in the United Kingdom and one suspect was
taken into custody in Romania. The suspects from the United Kingdom were alleged to have participated
in modern slavery and controlling prostitution and to have committed drugs and firearm offences. The
Romanian suspect was alleged to have participated in THB, ongoing pimping and money laundering.
Sixteen searches were carried out in the United Kingdom and four in Romania, yielding cash, luxury
cars and cocaine. A total of 29 potential victims, aged between 20 and 40 years, were recovered in
London and brought to safety. Two of the leaders of the group, detained in London, were also under
investigation, on the basis of European Arrest Warrants issued by the Romanian authorities, for at-
tempted murder. Eurojust’s assistance in this case is still ongoing. In February 2020, the members of
the JIT met at Eurojust and decided to extend the duration of operation of the JIT to deal with pending
investigative measures and determine the best-placed jurisdiction in which to prosecute.

Study Case 39. TLE (forced criminality)

In a complex case, an OCG originating in Lithuania trafficked large quantities of heroin into Ireland and
Northern Ireland. In addition, the OCG leader recruited and trafficked Lithuanian victims for the specific
purpose of illegally selling heroin on the streets. Since 2015, the OCG had established a complex drug
transport and distribution network. A significant number of Lithuanian victims were found to be operating
as street dealers in Ireland and Northern Ireland; these victims were mostly from vulnerable social back-
grounds or were drug addicts. Proceeds from the criminal activity were laundered mainly by purchasing
real estate. Eurojust coordinated the case from the very beginning, assisting in issuing MLA requests
and facilitating the real-time exchange of information. Subsequently, Eurojust helped with the setting up
and funding of a JIT involving the authorities in Lithuania, Ireland and the United Kingdom. Six
coordination meetings were held in a secure environment facilitated by Eurojust, ensuring close coop-
eration, the planning of joint actions and a common prosecution strategy, considering the different juris-
dictions. The cooperation was very effective, resulting in operational success in August 2020. Eurojust
provided support for the planning of operational activity on the joint action day. The criminal network
responsible for drug trafficking, money laundering and trafficking in human beings was then dismantled
(18 suspects were arrested and various assets were seized, with an estimated overall value of EUR 700
000). A financial investigation is currently ongoing.

Study Case 40. TLE

The identification of assets and their tracing, freezing and confiscation were high on the agenda of the
JIT established in 2019 between Bulgarian and French authorities. The case involved around 200
Bulgarian victims of Roma origin who were recruited by a Bulgarian OCG and promised legitimate work
in French vineyards. On arrival in France, however, the victims were working without work contracts and
social (19) insurances. The OCG took most of the money earned by the victims. The traffickers appeared
to be using companies in France to launder their illegal gains. One of the main purposes of the JIT
was to trace jointly the financial flows and recover the criminal assets of the OCG. Indeed, the
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JIT provided an excellent resource for the fast exchange of information and the coordination of the
investigations, including the financial investigations. Members of the JIT identified the financial flows
and the properties owned by the traffickers and collected relevant data on these properties. All identified
criminal assets were frozen with a view to confiscating them. The JIT parties discussed jurisdictional
issues with support from Eurojust, including the possibility of one country prosecuting the OCG for THB
crimes and the other country prosecuting it for money laundering, to prevent a conflict of jurisdiction. In
September 2019, Eurojust coordinated several joint action days in Bulgaria and France (20), resulting
in arrests and seizures in both countries

Study Case 41. TSE

A JIT was established in 2019 between Romanian, Italian and Spanish authorities in a THB case
involving Romanian victims who were sexually exploited in six Member States and a third country. Both
Eurojust and Europol participated in and supported the JIT. After the action days organised to arrest the
suspects and rescue the victims, the Spanish authorities withdrew from the JIT because of the disclo-
sure requirements in the Spanish case, which would have jeopardised the Italian investigation. The JIT
continued between the Romanian and Italian authorities until the Romanian authorities sent the case to
court. This marked the end of the JIT. With support from Eurojust, the national authorities clarified that,
in accordance with Romanian law, a JIT can function only during the investigation and prosecution
phases; once a case enters the trial phase the JIT is terminated. The Romanian authorities informed
the Italian authorities that any future exchanges in this case should be carried out within the framework
of an EIO.

Study Case 42. TSE

In 2016, the Lausanne Police established that an extremely violent OCG of 15 traffickers recruited in
Romania around 15 young female victims using the ‘loverboy’ method and sexually exploited them in
Lausanne. A parallel investigation was conducted in Romania. In May 2017, the case was opened at
Eurojust by the Swiss liaison prosecutor. This had facilitated close coordination between the Swiss and
Romanian judicial authorities, resulting in the signing of a JIT agreement in August 2017. On 16 January
2019, Swiss and Romanian investigators carried out simultaneous searches and hearings of 23 persons
in an operation to dismantle the OCG. The criminal activity was estimated to have a value of more than
EUR 2 million. During the Swiss investigation, one of the recruited Romanian victims suddenly disap-
peared at the end of November 2016. Two weeks later, the naked body of a young woman was found
abandoned in a forest on the French territory. She died because of ill-treatment by unknown perpetra-
tors. The investigations carried by the French and Swiss authorities made it possible to identify her as
the disappeared victim of the OCG. Her murderer was one of her clients. He was arrested on 7 Novem-
ber 2017.

Study Case 43. TSE

Lithuanian competent authorities conducted a large-scale investigation into several criminal activities as
part of a case of THB carried out for the purpose of sexual exploitation, namely THB committed by
members of an OCG, gaining profit from another person’s prostitution, robbery and damage to property.
The OCG profited from the earnings of 118 female victims of forced prostitution from Ukraine, Belarus
and other countries, all of whom had been brought to work in Lithuania. The victims were subject to
extreme violence by the OCG members. The OCG leaders, of Lithuanian nationality and residing in
Spain, organised all of the criminal activities. Instructions were also sent from Spain to assault, injure
and steal from female prostitutes who did not work for the OCG. In 2018, the Lithuanian authorities
asked for Eurojust’s support to establish and facilitate cooperation with the Spanish authorities. A Euro-
just coordination meeting was organised between the authorities of the two countries. Eurojust strength-
ened coordination and cooperation between the Lithuanian and the Spanish judicial authorities through-
out a 2-year investigation, which led to a joint operation to dismantle the OCG. Eurojust was in constant
contact with the national authorities from Lithuania and Spain to advise on the best way to proceed with
the investigation. Eurojust coordinated and facilitated the execution of European Investigation Orders
and European Arrest Warrants. The simultaneous operation took place in November 2019, with the
joint action resulting in the arrest of two alleged OCG leaders in Spain and 13 alleged OCG members
in Lithuania. At least 50 searches were Eurojust provided EUR 31 840 in funding. Eurojust carried out
in both countries, yielding cash, illegal drugs, counterfeit documents, weapons and ammunition. During
the joint action day, one suspect escaped from Spain to Colombia. The Eurojust national member for
Lithuania extended the case to Columbia and immediately approached the Eurojust contact point at
IberRed with an urgent request to support the case. The contact point at IberRed responded promptly
to Eurojust’s request, transmitting to the competent Colombian authorities all of the documents prepared
by the Lithuanian Prosecutor General’'s Office for extradition of the suspect. The suspect initially evaded
the police in Columbia but, after subsequent cooperation, he was detained and arrested in the United
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Kingdom and then transferred to Lithuania. The case is still ongoing, with Eurojust currently helping the
Lithuanian authorities deal with the sale of assets seized in Spain.
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